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Abstract

Let ) be the n-dimensional vector space over Fy. The graph Gr = {(z, F(z)) : € F} of
a vectorial function F': F) — FJ' can have interesting combinatorial properties depending on
varying cryptographic conditions on F. A vectorial Boolean function F': Fy — F7 is almost
perfect nonlinear (APN) if there are at most 2 solutions to the equation F'(z + a) + F(z) = b
for all a,b € F§ where a # 0. Equivalently, F' is APN if and only if G is a Sidon set, that is,
a set in 5 where no four distinct points sum to zero. In this paper, we classify APN functions
and important subclasses of APN functions in graph theoretical terms using the Kneser graph
of all translations of Gr. We also study the properties of Gr as a Sidon set. In particular,
we introduce the notion of uniform exclude distributions, and we study APN functions whose
graphs have uniform exclude distributions.
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1
Introduction

The study of Sidon sets goes back to Simon Sidon, who originally started studying this concept
in the early 20th century. Sidon sets are well-known in number theory and have many interesting
properties. In this thesis, we will study Sidon sets in F% (which can also be thought of as Z). A
Sidon set in F3 is a set such that no four distinct elements have a trivial sum. A very well-known
open problem is to find the largest Sidon set in F4 for fixed n, and the exact answer to this
problem is only known for n < 10.

Closely related to Sidon sets are almost perfect nonlinear (APN) functions. APN functions
are those vectorial Boolean functions F': F§ — FJ such that the equation F(z +a) + F(z) =b
has either 0 or 2 solutions for all a,b € Fy where a # 0. APN functions are an important
notion in cryptography as they form the class of functions that are optimally resistant to dif-
ferential cryptanalysis when used as an S-box in block ciphers (an important notion in sym-
metric cryptography). A key fact that we will reference throughout this work is that the graph
Gr = {(z,F(z)) : © € F}} of a vectorial Boolean function F': F — F4 is a Sidon set if and only
if F"is APN. This fact draws a direct connection between symmetric cryptography and additive
combinatorics.

Sidon sets can be used to model the card game EvenQuads [47], which is a SET-like card

game. Similarly, so-called cap-sets can be used to model the card game SET. Cap-sets are those



2 INTRODUCTION

sets in 3 where no three distinct points sum to zero, highlighting the analogy between cap sets
and Sidon sets. The standard SET card deck is modeled by F%, and it turns out that the largest
size of a cap set in F§ is 20.

One fact that motivated some of this work is that there exist four distinct cap sets in F§ of
size 20 (the largest size possible), which form a partition of IF§ minus a single point. Given that
cap sets and Sidon sets are analogous, it would be interesting to similar partitions in F5. While
cap sets and Sidon sets are similar in their definition, the mathematics of both vary significantly.
Nonetheless, in Chapter (3| we provide constructions of partitions of % x F5 consisting of 2"
maximal Sidon sets that are the graphs of APN functions. In Chapter [3] we use APN functions
and their graphs in order to construct partitions of (F3)2 into Sidon sets. In particular, we can
use certain types of APN functions to construct partitions of (F%)? into 2" distinct, pairwise
disjoint, maximal Sidon sets for all n, see Theorem In order to construct these partitions,
we translate Gp.

By studying the collection of all translations of the graph of a vectorial function F': Fy — F}7,
where p is some positive prime, we are naturally led to studying exactly when two translations
of Gr are disjoint. In fact, the intersections of two such translations are closely related to
the differential uniformity of F. In Chapter @ we study the Kneser graph of all translations
of the graph of a vectorial function, and we provide graph theoretical classifications of APN
and AB functions in Theorem and Theorem [£.4.7] respectively. We classify AB functions
by using strongly regular graphs, and we do this in Theorem by providing a new direct
proof that the Cayley graph of any bent Boolean function f: Fy — Fy is strongly regular with
A= p =wt(f) — 272, and we also prove the converse of this statement.

In Chapter |5, we discuss the exclude distribution of a Sidon set in ;. The exclude points of a
Sidon set S are those points such that if any of them were to be included in S, the resulting set
would not be Sidon. Each exclude point naturally has an exclude multiplicity, and the exclude
distribution of S is the function that takes any point in F% \ S to its exclude multiplicity. We

study in particular the exclude distributions of the graphs of APN functions. It is conjectured
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that the graph of any APN function F: Fy — 3 is maximal [17] |12], that is, its exclude
distribution always takes non-zero value. Little progress has been made on this conjecture, and
it remains to be a very interesting open problem that has led to many fruitful discoveries.

We will discuss how a bound on the difference between the minimal and maximal values that
the exclude distribution of G takes, where F': 5 — F5 is APN, can imply that Gr is maximal.
In particular, a corollary to Theorem is that if the difference between the minimal and
maximal values that the exclude distribution of Gr takes is bounded by Lﬁ_z, then Gg must be

a maximal Sidon set. Interestingly, almost bent (AB) functions (an important subclass of APN

functions) are those functions F': F — F3 whose graph has an exclude distribution constant at

2" -2
6 -

Also in Chapter [5 we the notion of uniform exclude distributions. In short, an exclude
distribution of a Sidon set S C F§ is uniform on an equally-sized partition of some subset of
F3\ S if it locally takes the same values at any element of the partition. We are interested in the
case of when F': F} — % is an APN function such that Gr has an exclude distribution that is
uniform on an equally-sized partition of (F%)?\Gr. We can partition (F3)?\Gr into the collection
Q(FY, F) = {{z} x (F5 \ {F(x)}) : x € F4} which consists of sets that are n-dimensional affine
subspaces (or flats) with a unique point, belonging to Gp, removed. That is, Q(Fy, F) is the
collection of sets where given any set @ € Q(F%, F), all of the points in @ have their first
coordinate as some fixed value x, and their second coordinate ranges across all values except
F(x). The significance of finding APN functions F' whose graphs admit exclude distributions
that are uniform on Q(F%, F') is that we capture all of the information of the 3-sums of G by only
considering the exclude distribution at a small collection of points. ,AB functions satisfy this
by the van Dam, Fon-Der-Flaass characterization of AB functions [45]. We conclude Chapter
by using a of Carlet from Theorem to prove if F': F — % is an APN plateaued function
whose component functions are all unbalanced, then the exclude distribution of G is uniform

on Q(F%, F) of (F%)2.
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2
Background and survey

2.1 Vectorial functions and differential uniformity

For p prime, let F;n be the finite field containing p™ elements. Denote by F) the n-dimensional
vector space over F,. A vectorial function is a function F': Fy — F'. If p = 2, then we say
that F' is a vectorial Boolean function. The graph Gr of a vectorial function F' is the set
{(x, F(z)):z € IF;L} Since both Fj} and Fyn can be considered as n-dimensional vector spaces,
we will sometimes identify F); with Fpn in order to use its multiplicative structure. We also

denote S\ {0} as S* for any set S.

Example 2.1.1. Consider the vectorial Boolean function F': Fy — Fy defined by F(x) = x for

all z € Fy. Then the graph of F'is Gr = {(0,0),(1,1)}.

For any a # 0 in Fy, the function D, F: F} — F}' defined by D F(x) = F(z + a) — F(z) is

the derivative of F' in the direction of a. For any a € (F))* and b € F}', we denote the

P Y

number of solutions to D, F'(x) = b as d0p(a,b). The set of all possible distinct values of 0z (a, b)

is called the differential spectrum of F', denoted as Ap. Hence,

Ap = {bp(a,b): a € (Fp)" b€ ng}

5



6 CHAPTER 2. BACKGROUND AND SURVEY

Let 0 be the maximal value in Ap. Then, we call § the differential uniformity of F', and we
say F is differentially é-uniform. Hence, if F' is differentially d-uniform, then D,F(z) = b

has at most ¢ solutions for all a € (F})* and all b € F".

Example 2.1.2. We will show that the function F': Fon — Fon defined by F(z) = 23 for all
x € Fon is differentially 2-uniform. Let a,b € Fon such that a # 0. Observe that since Fon is of

characteristic 2, we have

DoF(z) = (x +a)® — 2
= (z+a)+2°

= a3 + 3a’z + 3ax? + 223

=a’ + a’z + az’.

Therefore, 6r(a,b) is equal to the number of solutions to a® + a?z + ax? = b, or equivalently,
22+ ax + a® = g. Hence, 0p(a,b) < 2, as these equations are quadratic in x. Also, it is clear
that Ap # 0, and since a solution xy to D,F'(z) = b implies o + a is a solution, we know that

F' cannot be differentially 1-uniform. Therefore, F' is differentially 2-uniform.

In general, the inequality § > p™~" always holds for any vectorial function F': Fy — F;* [6],
and in the case that the equality 6 = p™~™ holds, we call F' perfect nonlinear (PN). PN
functions are those that are optimally resistant to a so-called differential attack (see [5], [42]).

Cryptographers are particularly interested in the Boolean case, p = 2. However, as mentioned
in [6], if p = 2, then PN functions only exist when 2m < n and n is even. We easily verify the
case n = m and p = 2 because if x( is a solution to F(x 4+ a) + F(x) = b, then z¢ + a is also a

solution.

Definition 2.1.3. Let F': F§ — F3 be a vectorial Boolean function. We call F' almost perfect

nonlinear (APN) if it is differentially 2-uniform.

Since we already proved in Example that the function z — 3 over Fon is differentially

2-uniform, we have our first example of an APN function. APN functions are interesting, not
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just due to their cryptographic characteristics but also because of their connections to additive
combinatorics. In particular, APN functions are also those functions from I} to itself whose

graph is a Sidon set, which we define now.

Definition 2.1.4. Let S C F3 be a set. If no four distinct points in .S sum to zero, we call S a

Sidon set.

This connection between APN functions and Sidon sets holds because a function F': Fy — Fy

is APN if and only if the system of equations

{x+y+z+w=0
Fx)+ F(y)+ F(2)+ F(w)=0

only has a solution (z,y,z,w) if z,y,z,w are not pairwise distinct [17]. Sidon sets are an
important notion in combinatorics, and the connections between APN functions and Sidon sets
are plentiful with many open problems (c.f. [17], [39], [43], [44], [19]).

Additionally, a function that we will use throughout this paper is the Boolean function

vr: Fy x Fp' — Fa defined by

1 ifa+#0anddp(a,b)#0

0 otherwise.

vr(a,b) = {

We make the following observation.
Remark 2.1.5. Let F': F§ — FZ be a function. Then F'is APN if and only if 2yp(a,b) = dr(a,b)
for all a,b € F3 such that a # 0.
2.1.1 Notions of equivalence of vectorial functions

There are a few important equivalence relations of vectorial functions that have been introduced

over the last few decades; and in this project, we may refer to the following three.
Definition 2.1.6. [9] Let F and F” be functions from F} to F}'. We say that ' and F’ are

1. affine equivalent if there exists affine permutations Ay: Fj' — FJ' and Ay: Fp — Fy

such that F/ = A o F o As;
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2. extended affine equivalent (EA-equivalent) if there exist affine maps A, A1, Az from F}

to itself such that I/ = Aj o F'o Ay + A and where A; and As are permutations;

3. Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent) if there exists an affine permu-

tation £ of (F}!)? such that £(Gr) = Gpr.

For each of the above equivalence relations, differential uniformity is an invariant. As nomen-
clature would suggest, affine equivalence is a particular case of EA-equivalence. Furthermore, it

was shown in [18] that EA-equivalence is a particular case of CCZ-equivalence.
2.2 APN, AB, and crooked functions

In this section, we only consider the Boolean case, i.e. p = 2. As mentioned in Section a
function with the lowest possible differential uniformity is optimally resistant to a so-called differ-
ential attack. However, there is another type of attack, namely a linear attack (first introduced
in [36]), which is least effective if the nonlinearity of F': F§ — FI* is high.

The nonlinearity NL(f) of a Boolean function f: F} — Fy is the minimum Hamming
distance between f and all affine Boolean functions. Recall that Hamming distance d(g, h) of
two functions g, h: X — Y is the cardinality of {x € X : g(x) # h(z)} where X and Y are finite
sets. we call b- I’ a component function of F': F} — F5'. We then define the nonlinearity
of F': Fy — 3" to be

NL(F) = min NL(b- F).
b0

Nonlinearity is invariant under CCZ-equivalence, meaning any two CCZ-equivalent vectorial
Boolean functions have equal nonlinearity. One may correctly assume that the nonlinearity of

a linear vectorial Boolean function is 0.

Remark 2.2.1. Consider some linear function L: F§ — F3', and let b € F5* such that all entries

of b are equal to 1. Let w: F5* — Fy be the function defined by

() 0 if  has an even number of non-zero entries
w =
1 otherwise.
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It is straightforward that b - F' = w o F'. Furthermore, it is also easily observed that w is linear,

sowo F =b-F is linear. Therefore, NL(b- F) = 0, implying N'L(F) = 0.

The function tr]": Fon — Fom defined by tr]'(z) = Z?;ol 22™" is called the trace function.
If m = 1, then we denote tr,l1 as tr,,. Note that tr,, is an inner product over Fan.
For a Boolean function f: F3 — [F3, the Walsh transform of f is the function Wy: F3 — Z

defined by

Wi(a) = ) (-1)f/+ee,

ey

where z - y is the standard inner product over F3. In the case where we are considering Fy as
Fon, we use the trace inner product tr, instead, that is, x - y = tr,(zy).

On the other hand, for a vectorial Boolean function F': [} — F3', we define the Walsh
transform of F' to be the function Wr: F§ x F3' — Z defined by

Wi (a,b) = Z (—1)@etb )
z€Fy

Note that the formulae for the Walsh transform of a Boolean function and the formula for the
Walsh transform of a vectorial Boolean function agree when m = 1. The Walsh transform is
useful as it describes many important properties of F. In particular, the nonlinearity of F' can

be described by the Walsh transform since

NL(F)=2""1-2 Wg(a,b)|,
(F) zangrfggég,)*l r(a,b)|

see [10] for a proof of this. The maximal nonlinearity of a vectorial Boolean function is the
universal bound 271 — 231 [10], we call functions achieving this bound bent. Equivalently,
bent functions are those that are PN (see [37]). Note that f: F} — Fy is PN if and only if all
derivatives D, f of f are balanced, taking the values of 0 and 1 equally often.

When n = m and n odd, the nonlinearity of F is bounded by 2"~ ! — 2" [10]. Functions

achieving this bound form an important class of functions, namely almost bent functions.

Definition 2.2.2. Let F': F§ — F% be a function. We call F' almost bent (AB) or maximally

nonlinear if NL(F) =271 — 2"
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Clearly, the Walsh transform only takes integer values, so AB functions only exist for n odd.

There are two other characterizations of AB functions that we will mention.

1. AB functions are those with Wg(a, b) € {O, :EQnTH} for all a,b € F§ such that (a, b) # (0,0)

(see [20]).

2. AB functions are those whose graph is a Sidon set G C (F%)? such that for any point
€ (F3)2 \ GF, there are exactly TLT*Q subsets {a,b,c} C Gp such that a +b+c¢ = p
(see [45]). Using the terminology introduced in [43], all points in (F%)?\ Gr are “covered”

(27%2) times if and only if F' is AB.

We provide tables of the known infinite families of APN and AB power functions in Table [2.2.1]
and Table respectively. It has been conjectured since 1999 that Table is complete,
up to cyclotomic equivalence; recall that z? and % are cyclotomic equivalent if there exists
0 <i<nsuchthat d=2°-d mod 2" —1or,d=2"-d~! mod 2" — 1 when ged(d,2" — 1) = 1.
Note that in 2018, Dempwolff proved in [24] that cyclotomic equivalence and CCZ-equivalence
coincide for power functions. Since cyclotomic equivalence is much easier to compute than
CCZ-equivalence, this result was a breakthrough. Additionally, Yves Edel has computed that

Table is complete for n < 34 and n = 36,48,40,42 (see [19] for further detail on Edel’s

computations).
Name d Condition | Reference
Gold 2k +1 ged(k,n) =1 | [30] [42]
Kasami 22k 2k 41 ged(k,n) =11 [32] [33
Welch 2!+ 3 n=2t+1 [25]
20 425 —1  ift
Niho e R R 27]
2'+2 72 —1 iftodd
Inverse 22t —1 n=2t+1 [42] 4]
Dobbertin | 2% 423 22 4 2f ] n = bt [26]

Table 2.2.1: Known infinite families of APN power functions Forn — Fon of the form x — x4

Now, we will introduce an important theorem which we will use in Chapter First recall

that the weight wt(f) of a Boolean function f over a finite set X is the sum ) __y f(z). The
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Name d Condition Refeiencei
Gold 2F 41 ged(k,n) =1 [30] [42]
Kasami 22k 2k 11 ged(k,n) =1 [33]
Welch 2t +3 n=2t+1 [16] [15]
2t 4+ 95 —1  ifteven
Niho n=2+1 31
{2t+232“_1 if ¢ odd B

Table 2.2.2: Known infinite families of AB power functions Fan — Fan of the form z — 2%, n
odd.

following theorem classifies APN (respectively AB) functions F3 — [F3 in terms of the weight

(respectively bentness) of vr, and it also provides additional useful properties of vp.
Theorem 2.2.3. [18] Let F': F§ — F% be a function. Then the following holds:

1. F is APN if and only if wt(yp) = 2271 — 2n—1,

2. F is AB if and only if vr is bent.

3. If F' is APN, then the function b — ~vyr(a,b) is balanced for any nonzero a € FY.

4. If F is an APN permutation, then the function a — yp(a,b) is balanced for any nonzero

bely.

2.2.1  Crooked functions

There is another important class of vectorial Boolean functions which are of interest: crooked

functions.

Definition 2.2.4. Let F': Fy — 3 be a function. We call F' crooked if the image set of the

derivative D,F is an affine hyperplane for all a € (F5)*.

This definition of crooked functions first appeared in [34], and it is a generalization of the
definition first introduced in [1], which defines a function F': F} — F% to be crooked if F

satisfies the following three properties:

2. F(z)+ F(y) + F(z) + F(z +y + z) # 0 for any distinct z,y, z € F;
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3. F(z)+ F(y)+ F(x) + F(x +a)+ Fly+a)+ F(z4+a) #0if a # 0 and z,y,z € 5.

Unlike the original definition of crooked functions, the newer notion by Kyureghyan allows for
crooked functions to also exist for n even. However, no crooked permutation exists for n even.
Furthermore, Kyureghyan proved in [34] that the only crooked power maps are the quadratic
maps & — 22+ where ged(n, i — j) = 1. Additionally, all crooked functions in odd dimensions

are also AB, implying that they are also APN since all AB functions are APN (see [45]).



3
Translating graphs of vectorial functions

Before we begin this chapter, we will provide some motivating background. In finite geometry
and combinatorics, a cap set is defined to be a subset of F3 such that no three distinct elements
sum to zero. The well-known cap set problem goes as follows: for a fixed n, what is the largest
size of a cap set in F§7 Such a cap set is called mazimal. Analogous to cap sets are Sidon
sets in Fy, which we recall to be the sets such that no four distinct points sum to zero. It is
known that the graph of an APN power function F': Fon — Fon is a mazimal Sidon set, that
is, * € F%, \ Gr implies Gr U {x} is not Sidon (see [12], [17]). Note that although “maximal”
has different meanings in the context of cap sets and Sidon sets, we will be considering maximal
Sidon sets rather than Sidon sets with the largest possible size for a given n.

In [29], partitions of IF§ into four distinct maximal cap sets, each of size 20, along with a single
remaining point, were introduced. The question that motivates much of the research throughout
this chapter is the following: can we do something similar for Sidon sets in F3, by partitioning
F3. into 2" distinct maximal Sidon sets? We show in this chapter that we indeed can construct

such partitions.

13



14 CHAPTER 3. TRANSLATING GRAPHS OF VECTORIAL FUNCTIONS

3.1 Two different collections of translations of Gg

Recall that for a vectorial function F': F) — [}, the graph Gp of F is the set
Gr={(z,F(z)):x € Fg} .

In this section, we study translations of Gr and different collections of these translations.
For any (a,b) € Fy x F}', let 7, Fjy x ' — F)) X F}* be the translation given by 7,4(z,y) =

(z +a,y+0b) for all (z,y) € Fy x F;*. Hence
7ap(Gr) = (a,0) + {(z, F(2)) : z € F}'}
={(a+z,b+F(z)):zeF)}.

The following lemma demonstrates a direct connection between the differential spectrum of a

vectorial function and the size of the intersection between any two translations of its graph.

Lemma 3.1.1. Let F': Fy — F* be a vectorial function. If (a,b) and (c,d) are in Fy x F},

then the size of the intersection 7q4(Gr) N T.4(Gr) is given by dp(a — ¢, b — d).
Proof. The size of 74 4(GF) N7.a(GF) is the number of solutions (z,y) to the system of equations

r+a=y+c

Thus, it is sufficient to count the number of solutions to F'(z + a — ¢) — F(z) = b — d, which is

given by dp(a — ¢, b — d). O

Let F': F) — F}' be a vectorial function. If p = 2 and n = m, Lemma tells us that any
two distinct translations of G must either be disjoint or intersect at exactly two points if F' is
APN. Now, we consider a collection of translations of Gg that form a partition of IFg X IFZ"‘. For
any a € F), let

Xo(F) = {7ap(Gr) : beF}. (3.1.1)

We can think of X, as the translations along the second coordinate with the first coordinate at

a.
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Let a € F)). We now observe that X, (F) partitions F; x F*. Consider some point (zo,yo) €
Fp x 3, and let © = 29 —a and let b = yo — F(x). Then (z0,y0) = (a +z,b+ F(x)) € Ta(GF)-
Hence, (x0,0) is an element of a set in X, (F'). Said differently, any two translations 74, (Gr)

and 7,4, (Gr) are disjoint if by # by. Theorem immediately follows.

Theorem 3.1.2. Let F': F) — F}' be a function, and let a € F. Then the sets in X4(F') are

pairwise disjoint. Equivalently, Xo(F) is a partition of F x F}'.

Corollary 3.1.3. Let F: Fy — 4 be a function, and let a € Fy. If F' is APN, then X,

partitions Fy x F5 into 2™ distinct Sidon sets.

Proof. Suppose F is APN. Then Gp is a Sidon set. Also for all a,b € (F%)?2, the translation
Tap(GF) is a Sidon set because (z, F(x)) + (v, F(y)) + (2, F(2)) + (w, F(w)) = 0 if and only if
(a+z,b+F(x))+(a+y, b+ F(y))+ (a+2,b+ F(2))+ (a+w,b+ F(w)) =0 for all z,y, z,w € FY.

Since the Sidon property is invariant under translation, 7,,(Gr) is also a Sidon set for all
(a,b) € FZ x F4. Since all elements in X, are disjoint, they must be distinct, so X, is a partition

of Iy x 4 into 2" distinct Sidon sets by Theorem O

Now that we know that translating along the second coordinate where the first coordinate is
fixed induces a partition of F5 x [F} into 2" distinct Sidon sets, we now study the opposite case:

translating along the first coordinate where the second is fixed. For b € F}, let
Yy (F) = {rap(Gr) :a € Fp} . (3.1.2)

Theorem tells us that the size of the set Jyex, ) X i p*t™ for any a € Fy, or
equivalently, partitions the entire space. However, as we will see in Theorem it is possible
that Uy cy, () Y does not cover all of Fj x F}".

Before we state Theorem we introduce a definition and some notation.

Definition 3.1.4. Let A and B be sets, and let f: A — B be a function. We say f is N-to-1
over A if the size of the preimage set f~1({b}) is N for all b € im f. Furthermore, if A’ C A, we

say f is N-to-1 on A’ if the restriction map f|4/ is N-to-1.
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Regarding notation, let denote by [/N] be the set {1,2,..., N} for any N € N. Also, we use
both #X and |X| to denote the size of a finite set X, depending on which is most convenient.

Finally, in the case where sets A and B are known to be disjoint, we can represent their union

as AU B.
Theorem 3.1.5. Let F': F) — F" be a function, and let b € F}. If
1. F(z) =0 if and only if z =0, and

2. there exists N € N dividing p" — 1 such that F' is N-to-1 on (Fy)*,

2n

then # UYeYb(F) Y = p"—i—%. In particular, if F' is a permutation, then Yy, (F') is a partition

of F1 x F™.
Proof. Suppose (1) and (2) hold. Then, for any a,a’ € F; and any z € (F})*, we have
(a,b+ F(0)) = (a,b)

# (a' +z,b+ F(x)).

Hence

U v =1 ras(Gr)

YEY,(F) a€Fy
={(a,b+F(0):acFy}uU{(a+z,b+F(x)):a,x €Fy,x#0}.
Notice that the size of {(a,b+ F(0)):a € Fy} is p".
It remains to compute the size of {(a + z,b+ F(z)) : a,x € Fp,x # 0}. Let ag, o € [} such

that xg # 0. First, we will show that
{a € F} : (ao + 20,b+ F(x0)) € Tap(Gr) } = {z0o — 2+ ao : F(x) = F(xo),x € (F})*}. (3.1.3)

Indeed, the elements of the set on the left-hand side of eq. (3.1.3]) are the elements a € [, where
there exists z € )y such that (a + z0,b + F(z0)) = (a + x,b+ F(x)), and since F'(xo) must be
equal to F'(z), we can rearrange to deduce that eq. (3.1.3)) holds. Notice zg—x+ag = xo—12'+ag

if and only if z = 2/, so

# {a € Fy : (a0 + @0, b+ F(x0)) € ravb(gp)} =N
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since F' is N-to-1 on (IF;)*. This means every point of the form (a + x,b+ F(z)) where z # 0

is in exactly N distinct translations of Gg. Therefore

# U Y:#{(a,b—i—F(O)):aeIF‘Z}—i—#{(a—i—x,b—i—F(:c)):a,xEFZ,x%O}

YEY,(F)
_.n pn<pn B 1)
="+
Thus # Uy ey, Y =p" + p2n]\7pn’ as desired. O

Corollary 3.1.6. Let F': F§ — F3 be a function, and let b € F5. If F' is an APN permutation,

then Yy, partitions Fy x Fy into 2" distinct Sidon sets.

Proof. Suppose F' is an APN permutation. Then F is 1-to-1 on all of 5. So, by Theorem
the size of the union of the translations in Y, is 2" + 22”%2” = 22", Thus, Y, is a partition of
F5 x %, and for similar reasoning as mentioned in Corollary all elements of Y}, are Sidon

sets. O]

A special case of Corollary is when F is a power function ¢ over Fan for n odd. This
is because an APN power function F': Fon — Fan defined by F(z) = x? is bijective if n is odd
and 3-to-1 on F%, (c.f. [28]). We can verify that any APN power function over Fon for n odd
must be bijective by the following lemma. We thank John Cullinan for making key observations

involved in the following proof.

Lemma 3.1.7. Let o: Fpn — Fpn be a function given by x — x™ for some integer m. Then
1. ¢ is a homomorphism,
2. v is a permutation if and only if p" — 1 is coprime to m.

Proof. (1). Let z,y € Fpn. Then ¢(zy) = (zy)™ = 2™y™ = ¢(x)¢(y). Hence ¢ is a homomor-
phism.
(2). Since ¢ is a homomorphism, we know that ¢ is injective if and only if the kernel of ¢ is

trivial. Note that ker ¢ = {x € F}. [ 2™ = 1}. Since F. is a cyclic group and the kernel of ¢ is
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a subgroup of ., we deduce that ker ¢ must be cyclic. Also, the order of ker ¢ divides m. By
Lagrange’s Theorem, the order of ker ¢ divides the order of F, which is p" — 1.

Suppose that ¢ is injective, and by way of contradiction suppose that p” — 1 and m are not
coprime. Then, there exists a positive integer d > 1 and integers r, s such that m = dr and

p" — 1 =ds. Also, recall that 2" ~! =1 for all = € Fpn. Therefore, for any x € Fyn, we have

Since ¢ is injective, this implies z® =1 for all € Fj.. However, this implies s is a multiple of
p™ — 1, a contradiction since p* — 1 = ds. Therefore, p' — 1 must be coprime to m.

Conversely, suppose that p™ —1 is coprime to m. Since | ker | divides m, we know that | ker |
is also coprime to p™ — 1. However, since | ker ¢| divides p™ — 1, it follows that |ker p| = 1. So

the kernel of ¢ is trivial and ¢ is injective. O

Finding APN permutations F': [y — %, where n is even, is a large open problem in cryp-
tography. Therefore, the only known instance for when the construction used in Theorem
can give a partition of F§ x F5 into 2" distinct Sidon sets is when n = 6. Namely, the APN

permutation over Fq6 is given by

F(SC) :Oé25ZL‘57 + a309356 + 0532ZL‘50 + a379349 + 0423:L‘48 + a39$43 + 0544ZE42 + a4x41 + a18x40+

0446:E36 + 04511’35 + 0452:E34 + 04181’33 + 0456:E32 + 04531’29 + 0430:E28 + Ozlx25 + a58x24+

a60x22 + 0137l’21 —|—05511,‘20 + OZIZE18 + 0121'17 + OZ4SL'I5 + 064411314 + a321,13 + 0618113124-

alxll —|—a9:L‘10+a17$8+a51:ﬁ7+a17x6+a18x5 —|—Ozol'4—|-04161173—|—0413l‘1
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where « is a primitive element of Fos [§]. On the other hand, the construction used in Theo-
rem gives a partition of Fy x [Fy into 2" distinct Sidon sets for all n € N since there exists

an APN function for all n € N.

3.2 Translations along the graph

Now, we will consider a third method of translating the graph of a vectorial function. For a

function F': F) — F}", let G(F) denote the set of translations
G(F) = {7o,p()(GF) :a € Fy}. (3.2.1)

The set G(F') can be thought of as the translations along the graph of F.
Recall that if X,Y C I}, then X +Y denotes the set {z +y:2 € X,y € Y}. We will now
prove that the union of all translations in G(F') is equal to G + G for any vectorial function

F:F2 = Fo,
Lemma 3.2.1. Let F: Fj — F}* be a vectorial function. Then UregryT = Gr + Gr-

Proof. Let (a, 8) € Ureg(ryT- Then there exists a € F3 such that (a,8) € 7, p(4)(GF) €

Gr + Gp. Hence, Urcg(ry T C GF + G-

Now, suppose (a + z, F(a) + F(z)) € Gr + Gp. Then

(a+, F(a) + F(z)) € 74,p(a)) (9F)

c yr

TEG(F)

Thus, UTGG(F) T O Gr + G, and we conclude our proof. ]

Proposition 3.2.2. Let F': F§ — F4 be a function. If F' is APN, then

# | =224
TeG(F)
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Proof. Suppose F is APN. By Lemma Uregry T = 9r + Gr, so

U 7=6r+0r

TEG(F)
={(a+b,F(a)+ F(b)) : a,b c Fy}

= {(0,0)} U {(a+b, F(a) + F(b)) : a,b € FZ,a # b} .

By the definition of a Sidon set, all pairwise sums of Gp are distinct, that is, (a, F(a)) +
(b, F(b)) = (¢, F(c))+(d, F(d)) implies {a, b} = {c,d} when a,b, ¢, d € F§ are distinct. Therefore,
(a1 + b1, F(a1) + F(b1)) = (ag + ba, F(a2) + F(be)) if and only if {a1,b1} = {a2,b2} when F is

APN. So,

| {(a+b,F(a)+ F(b):a,beFlab}| = %(22” —om).
Thus, #Upcgm T =2"""" =21+ 1. O
3.3 'Translations along the diagonal

Similar to the previous section, we study collections of translations of the graph of a vectorial
function. However, we now study the diagonal translations 7;; over F) x . In particular,
we are interested in computing the size of the collection of all diagonal translations of G where
F: ) — F} is a vectorial function. That is, given a vectorial function F': Fj; — F}, we want to

compute the size of D(F') where D(F) is the set

D(F) = U T4 (GF). (3.3.1)

teFy

It is entirely possible that a point in Fj) X F}) is contained in more than one diagonal translation
of Gr. So, denote by r(a,b) the number of diagonal translations of G that contain (a,b), that
is,

0r(a,b) = | {t € F} : (a,b) € 7,4(Gr)} |.

We can easily show 6 (a,b) is equal to the number of solutions to F'(z) +z = b — a.

Lemma 3.3.1. Let F': Fy — Fy be a function. Let (a,b) € Fy x Fy. Then 0r(a,b) is equal to

the number of solutions to F(x) —x =b— a.



3.3. TRANSLATIONS ALONG THE DIAGONAL 21

Proof. Let (a,b) € D(F). Then, 0f(a,b) is the number of ¢ € F;; where there exists z € [} such

that
a=t+x
b=t+ F(z),
which is equivalent to counting the number of solutions to F'(z) —z = b — a. O

Clearly, for any function F': Fj; — F}), we have the equality

#D(F)=

(a,b)ED(F) Or(a,b)

However, we can make this equality even simpler by realizing that the diagonal translation
multiplicity of (a,b) € Fyy x F} is invariant under translation by (¢,t) € F; x F};. More explicitly,
if (a,b) € D(F), then we see that 0p(a,b) = Op(a +t,b+t) for any t € F} by Lemmam

This gives the following.

Proposition 3.3.2. The size of D(F) for a function F' from Fy; to itself is given by

#D(F) =p" )

(avb)egF

Or(a.b)’ (3.3.2)

This tells us that we only need to compute the diagonal translation multiplicities of points in
the graph of a vectorial function F': Fj; — [ to determine the size of D(F). Equivalently, to
compute the size of D(F), it suffices to compute the number of solutions to F(z) —z = F(a) —a

for all a € ]FZ.

3.83.1  The Gold function

We now fix F': Fon — Fan to be the vectorial Boolean function defined by F(x) = 22" +1 where

ged(k,n) = 1. As in Table F is called the Gold function. The Gold function tends to be
the “simplest” case of an APN power function to study. We will conjecture the size of D(F)
where F' is the Gold function motivated by computer calculations.

3

However, let us first consider the case F(x) = z°, or equivalently x 22°+1 when k = 1. By

Lemma 0 (a,b) is the number of roots of 23 + x = a + b for any (a,b) € F3.. Therefore,
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for this Gold function, 6 (a,b) is bounded above by 3, and we conjecture this holds for all other

Gold functions as well.

Conjecture 3.3.3. Let k,n € N, and suppose ged(k,n) = 1. Let F: Fan — Fon be the Gold

function given by F(z) = 22°t1. Then 0p(a,b) < 3 for all (a,b) € F..
Now, denote by K7 the set
K= {(a,b) € F3. : 0p(a,b) = n}.

Then |D(F)| = Zf\il | K| where M = MaX (4 p)eF2, 0r(a,b). For the Gold function, we are able

to compute K% by applying Lemmam

Theorem 3.3.4. Let k,n € N, and suppose gcd(k,n) = 1. Let F': Fon — Fan be the Gold

function given by F(z) = 22" 1. If (a,b) € D(F) such that a = b, then 5 (a,b) = 2.

Proof. Let (a,b) € F2.. Suppose (a,b) € D(F) such that a +b = 0. It suffices to count the
number of solutions to z(x + I)Qk = 0. We see that the only solutions must satisfy x = 0 or

22" = 1, and so therefore, the only solutions to z(z+1)%" = 0 are 0 and 1. Thus, 8p(a,b) =2. O

We conjecture that the converse of Theorem holds as well. If true, this would mean all
points (a,b) € D(F') where 0p(a,b) = 2 must satisfy a = b. However, notice that z = 22+ if

and only if x is either 0 or 1. Therefore, our conjecture is equivalent to the following.

Conjecture 3.3.5. Let k,n € N, and suppose ged(k,n) = 1. Let F: Fon — Fan be the Gold

function given by F(z) = 22" 1. Then K2 ={(t,t):t € Fon}.

We also conjecture the following, which describes the size of K 11;, K 12;, and K % This conjecture

is motivated by computer calculations and is verified for z + 2% where 2 < n < 13.

Conjecture 3.3.6. Let k,n € N, and suppose ged(k,n) = 1. Let F: Fan — Fon be the Gold

function given by F(x) = 2241, Then the following holds:

2n—1 : ;
1. |KL| = 2 if n is even
22n=1 _9n  ifn is odd
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2. |KZ| =2

3. |K3| :{

If both Conjecture [3:3.3] and Conjecture [3.3.6] hold true, then for any Gold function F, the

(22n=1 —2ntly  yf s even
(22n—1 o) if n is odd

Ll ol

size of D(F) is given by

2n _o9n . .
92n _ 272" if b is even

D(F)| = n g
ID(£)] {2271_22;2 if 7 is odd.
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4
Graph theoretical connections to vectorial
functions

The Kneser graph of a family of sets F is the graph that represents the disjointedness relations
between elements of F. In this chapter, we study the Kneser graph of all translations of the graph
of a vectorial function. We will show that these Kneser graphs can hold properties depending
on the cryptographic properties of a function. In particular, we show that APN functions are
those that correspond to a particular class of regular graphs and AB functions are those that

give rise to strongly regular graphs.

4.1 Graph theory background

It is an unfortunate coincidence that the word “graph” is used for the mathematical structure
consisting of vertices and edges and the set {(z, F(x)) : x € Fj} for a function F: Fy — Fy".
For this reason, we will reserve the notation I'" for a graph in the sense of vertices and edges,
and Gp for the graph of a vectorial function F' (see Chapter [2).

A (simple) graph T is an ordered pair (V, E) where V is a set and E is a set with elements
of the form {u,v} C V x V where u # v. Elements of V' are called vertices and elements of
E are called edges. If (u,v) € E is an edge, we say that v and v are adjacent. We will only

be considering graphs with a finite number of vertices. Recall that two graphs are isomorphic

25
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if they have the exact same structure. More formally, two graphs I' = (V, E) and IV = (V'/, E')
are isomorphic if there exists a bijection ¢: V — V' such that v and u are adjacent in T" if and

only if ¢(v) and p(u) are adjacent in IV. If ' and I” are isomorphic, we write I' = T,

Example 4.1.1. We call the graph with n vertices where any two vertices are adjacent the

complete graph on n vertices, denoted as K,,. See Figure |4.1.1

Figure 4.1.1: The complete graph on 5 vertices, K.

Definition 4.1.2. Let I' = (V, E) be a graph. The complement graph T of I is the graph
(V, E') where any two vertices of I are adjacent if and only if they are non-adjacent with respect

to I

Example 4.1.3. Consider the complete graph on 5 vertices, K5. The complement of K5 is the

graph with 5 vertices and no edges. Graphs with no edges are often called null graphs. See

Figure [£.1.2]

Figure 4.1.2: The complement graph of Kj.
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If we think of the graph as a collection of points and line segments lying in a plane, one
may ask if we can trace between any two points along the segments — this property is called

connectedness.

Definition 4.1.4. Let I' = (V, E) be a graph. We call I' connected if for any two distinct

vertices u,v € V, there exists a path of edges from u to v.

Clearly, the complete graph K, is connected as any two vertices are adjacent. On the other
hand, the complement of K,, is not connected because it has no edges. Moreover, if any vertex
in a graph is not adjacent to any other vertex, the graph cannot be connected.

Since any finite, connected graph has a path of finite length between any two vertices, there

is always well-defined notion of (finite) diameter for finite connected graphs.

Definition 4.1.5. Let I' = (V| E) be a graph. Suppose I' is connected. For any two distinct
vertices u,v € V, the distance of v and v is the length of the shortest path between u and v.

The maximal distance of any two distinct vertices in V' is called the diameter of T.

Once again, the complete graph K, is a trivial example as it has diameter 1. However, consider

the following example.

Example 4.1.6. Consider the graph in Figure [4.1.3] This graph is connected as for any two
distinct vertices, there exists a path between them. Furthermore, this graph is of diameter 3
since the vertices labeled 1 and 5 are of distance 3 and there is no other pair of vertices with
greater distance. Indeed, there exist other paths of equal distance as the shortest path between

the vertices labeled as 1 and 5, but none of these paths have length greater than 3.
3

7

Figure 4.1.3: A connected graph with diameter 3.
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An important class of graphs are those that we call regular.
Definition 4.1.7. Let I' = (V, E') be a graph, and let v € V. Then we say that

1. the set of vertices in V'\ {v} that are adjacent to v is the neighborhood of v, denoted as

Nr(v);
2. the degree of v is the size of N (v), denoted as deg(v);
3. I' is k-regular if all vertices have degree k.

A well-known relation between the number of edges in a graph I' = (V| E) and the degrees of
vertices is the degree sum formula

2B =) deg(v). (4.1.1)

veV

In the case that I' is k-regular, the degree sum formula implies 2| F| = k|V|. We now introduce
an important subclass of regular graphs that not only exhibit symmetry with respect to the

degrees of vertices but also in the neighborhoods of vertices.

Definition 4.1.8. Let I" be a graph, and let v be the number of vertices of I'. Then I' is strongly
regular with parameters (v, k, A\, p) if I' is a k-regular graph and there exist A, u € Z>o such
that every two adjacent vertices in I' have A common neighbors and every two non-adjacent

vertices in I' have ;. common neighbors.

Hence, if I' = (V, E) is a strongly regular graph with parameters (v, k, A, ), then for any

u,v € V the size of Np(u) "N Nr(v) is A if u and v are adjacent and p otherwise.

Example 4.1.9. Suppose p is prime such that p = 1 (mod 4). Let V = Fp» and E =
{(:c,y) :x,y € Fpn st da € ]F;n,a2 = — y}. The graph I' = (V, E) is called the Paley graph
of order p". Consider the Paley graph of order 5. Recall that F5 is the same as the field Zs, so
it suffices to consider the integers modulo 5, that is, V = Zs. Also, the squares of Zs is exactly
the set {1,4}, so

E=1{(0,1),(1,2),(2,3),(3,4), (4,0)} .
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It is straightforward to see that I' is a strongly regular graph with parameters (5,2,0,1) as it is

also the 5-cycle graph (see Figure [4.1.4). More generally, all Paley graphs are strongly regular,

and in particular, the Paley graph of order ¢ has parameters (g, qg—l, ?, q%:) (see, for instance,

[41]). We also picture the Paley graph of order 9 in Figure m

Figure 4.1.4: The Paley graph of order 5.

Figure 4.1.5: The Paley graph of order 9.

4.2 Cayley graphs of Boolean functions

Strongly regular graphs have appeared in the study of cryptographic functions before. In par-
ticular, |2] and [3] both explored the connections between perfect nonlinear Boolean functions
(or equivalently, bent Boolean functions) and strongly regular graphs. In order to discuss these

prior results, we must first define the Cayley graph of a Boolean function.
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Definition 4.2.1. Let f: F}} — F2 be a function. We define the Cayley graph Cay(f) of f as

the graph with vertex set ) and edge set
Er = {{u,v} CF, xFy: flut+v)= 1}.

Consider the Cayley graph of a function f: F) — [F2, and let v € F}J. Since the map v — u+v
is a bijection, it follows that the function z — f(z + u) has the same weight as f. This implies

that the degree of v with respect to Cay(f) is wt(f).

Proposition 4.2.2. The Cayley graph of any Boolean function f: Fy — Fa is a regular graph

such that all vertices have degree wt(f).

Furthermore, in case that f is a bent function over I3, the Cayley graph of f is strongly regular
as well — we will discuss in detail strongly regular graphs in Section In [2], Bernasconi and
Codenotti showed that the Cayley graph of any bent Boolean function over Fy is a strongly
regular graph with A = u. Afterward Bernasconi, Codenotti, and VanderKam proved the

converse in [3].

Theorem 4.2.3. [3] Let f: Fy — Fa be a Boolean function. Then Cay(f) is a strongly regular

graph with the property that A\ = p if and only if f is bent.

Now, consider a vectorial Boolean function F': Fy — F3. Recall that by Theorem [2.2.3] F
is AB if and only if v is bent. Therefore, by applying Theorem F is AB if and only if
Cay(yr) is a strongly regular graph with A = p. In the remainder of this chapter, we will focus

on the properties of Cay(yr), and therefore, we also apply our results to Cay(yr).
4.3 The Kneser graph of translations of Gp

In the previous section, we introduced the Cayley graph of a Boolean function. For a vectorial
function, F': Fy — F3, it turns out that the Cayley graph of vy is the Kneser graph of all the
translations of Gr. To see why this is, we must first introduce the definition of the Kneser graph

of a family of sets.
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Definition 4.3.1. Let F be a family of sets. The Kneser graph KG(F) of F is the graph

where vertices are elements of F, and two vertices are adjacent if and only if they are disjoint.

Example 4.3.2. Let F be the family of subsets of [5] = {1,2,3,4,5} of size 2. We picture
KG(F) in Figure When considering the subsets of [n] of size k, the Kneser graph of this
family is often denoted as KG(n, k). We refer the reader to [38] for more on the Kneser graph

KG(n, k) in the context of extremal combinatorics.

Figure 4.3.1: The Kneser graph of subsets of [5] of size 2. Image from Wikipedia.

For a vectorial function F': F;) — F}", let T be the family of all translations of the graph of

F', that is

Tr = {7ap(Gr) = (a,b) + G : a € Fp,b e F)' } .

While it is not immediately apparent, the number of distinct translations of G depends on
the differential uniformity of F. Consequently, the size of Tr is dependent on the differential

uniformity.

Lemma 4.3.3. Suppose n > 1. Let F': Fjy — F* be a vectorial function. If F' has a differential
uniformity less than p", then 744(Gr) = 7c,4(Gr) if and only if (a,b) = (¢,d). Equivalently,

n-+m

there are p distinct translations of Gg if and only if the differential uniformity of F is less

than p™.

Proof. Suppose the differential uniformity of F' is less than p™. By Lemma the size of the

intersection of any two translations 7,(Gr) and 7. 4(Gr) is equal to 0p(a — ¢, b —d). If a = ¢,
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then 0p(a — ¢,b — d) takes value p” if b = d and otherwise it takes value 0. If a # ¢, then
dp(a—c,b—d) € Ap, implying dr(a —¢,b—d) < p™. Therefore, for any two distinct pairs (a, b)

and (c,d), the translations 7,,(Gr) and 7. 4(Gr) are distinct. O

Remark 4.3.4. Suppose L: Fj — F}? is linear, and let a € (F)*. Then D,L = L(z+a)—L(z) =
L(a), so L has differential uniformity p™ since dr,(a, L(a)) = 2". Therefore the graph of any linear

function from F) to F" has less than p"*t™ distinct translations by Lemma m

Since the function v is closely related to dr, we are naturally led to realize that the adjacency
relations in KG(7p) are fully determined by vp. Recall from Lemma that for any two
distinct translations of Gp, say 7,4(Gr) and 7. 4(GF), the size of 7,4(GF) N 7.4(GF) is equal to
dr(a — ¢,b — d). Therefore, 7,(Gr) and 7.4 are disjoint if and only if 6p(a — ¢,b — d) = 0.
However, for (a,b) # (¢, d), observe that dp(a — ¢,b —d) = 0 if and only if yp(a — ¢,b — d) = 0.

Therefore, 7,,(Gr) and 7. 4(GF) are disjoint if and only if yp(a —¢,b — d) = 0.

Proposition 4.3.5. Let F': Fy — F' be a vectorial function. Then any two distinct vertices

Tap(GF) and 7. 4(Gr) of KG(TF) are adjacent if and only if yp(a — ¢,b—d) = 0.

It immediately follows that the Cayley graph of v is (up to graph isomorphism) the comple-

ment of the Kneser graph of Tr.

Proposition 4.3.6. Let F': I} — F* be a vectorial function. If F' has differential uniformity

less than p™, then the complement graph of Cay(vyr) is isomorphic to KG(Tr).

Proof. Suppose the differential uniformity of F' is less than p™. By the definition of the Cayley
graph of a Boolean function, the vertex set of Cay(yr) is F; x )", and the edge set of Cay(vr)
is

{((a,b),(c,d)) € (Fp x F") x (F}y x F}") : yp(a+c,b+d) =1} .
By corresponding any pair of vertices (a,b), (c,d) in Cay(yr) to vertices 744(GF), 7c,a(GF) in
KG(Tr), it immediately follows by Proposition[d.3.5]that (a,b) and (c, d) are adjacent in Cay(vr)

if and only if 7, 4(GF) and 7. 4(Gr) are not adjacent in KG(7r). Thus, Cay(yr) = KG(Tr). O
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For an APN function F': Fyy — F%, the only possible case where KG(7r) is not the complement
graph of Cay(yp) is when n = 1. This is because for F': Fy — F4 to be APN, F' must be is
differentially 2-uniform, but 2" = 2 is satisfied only when n = 1. So, in general, any graph of

any APN vectorial Boolean function from F% to Fy has 22" distinct translations if n > 1.

=
/]

NS

TN

Figure 4.3.3: Adjacency matrix of KG(7r) where F': Fos — Fys is defined by F(z) = 23.

Example 4.3.7. Consider the function F': Fy — Fy defined by F(z) = 2. Then
gF = {(030)7 (1’ 1)} - FQ X FZ-

We will now show that there are only two distinct translations of Gg. Clearly (0,0) + G = Gp.

Now, observe that (1,0)+Gr = {(1,0),(0,1)} = (0,1)+Gp. Finally, we see that (1,1)+Gr = Gp.
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Thus, since there are only two distinct translations of Gp which are also disjoint, the size of Tg
is 2 and KG(7F) is the complete graph on 2 vertices. This means, there cannot exist a bijection
between T and Fy x Fo as they have different sizes. Since the vertex set of Cay(vp) is Fa X Fo,

we conclude that Cay(yr) 2 KG(Tr).

i

Figure 4.3.4: Adjacency matrix of KG(7z) where F': Fgs — Fou is defined by F(z) = 3.

As we will see, the Kneser graph of T can have interesting properties depending on F': F) —
;" Since the structure of KG(7F) depends on the function vg, we will see that we can classify
APN and AB functions by regularity conditions on KG(7r). We reserve this for Section

and we will now discuss some basic elementary results on KG(7F).

4.3.1  Preliminary observations and results

CCZ-equivalence naturally appears when discussing the graph of a vectorial Boolean function.
Since CCZ-equivalence defines two vectorial Boolean functions to be equivalent if their graphs are
affinely equivalent, it is not unreasonable to expect that if F, F': F} — F% are CCZ-equivalent,

then KG(7r) and KG(7z) are isomorphic. Indeed, this holds, and we prove this statement now.
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Proposition 4.3.8. Let F' and F' be functions from Fy to itself. If F' and F' are CCZ equivalent,

then KG(Tr) and KG(Tg) are isomorphic.

Proof. Suppose F and F’ are CCZ equivalent. Then there exists an affine permutation A of
F3 x F3 such that A(Gr) = Gps. Denote by uqp (resp. vgyp) the vertex 7,4(Gr) in KG(Tr)
(resp. Tap(Grr) in KG(Tgr)). Let uqp and ucq be two distinct vertices in KG(7r). Then
Augp) = A(a,b) + Gp and A(ucq) = A(c,d) + Gpr, so the image of a vertex in KG(7F) is a
vertex in KG(7p/) under A. Clearly ugyp and u. 4 are adjacent if and only if A(u,p) and A(ueq)

are adjacent since A is a permutation. O]

Another topic of interest is finding the number of pairs of translations that are disjoint. This
is the same problem as counting the number of edges in KG(7r). For a vectorial function
F: Ty — F" with differential uniformity less than p", it suffices to count the number of edges
in Cay(yr) since Cay(yr) is the complement graph of KG(7r). Recall from Section that
Cay(yr) is a k-regular graph where k = wt(yp). By using the degree sum formula eq. ,
we know that the number of edges in Cay(vr), say E, is equal to

1
E = 5 Z deg(a, b)

(a,b)€FR xFm

1

=5 Z wt(vr)
a,bEF?XFg‘
n-+m

=5 wt(yr).

Hence, for a vectorial function F': F) — F" with differential uniformity less than p", the number

of edges in KG(Tp) is

n+m n+m
p p
< 5 ) - wt(yr). (4.3.1)
Now, we consider some interesting substructures of KG(7r). Recall the collection X, (F) =

{7ap(GF): b€ Fgl} where a € F}} as defined in eq. (3.1.1). As shown in Theorem Xa(F)
is a partition of Fj x F* for any a € F. By definition, any k distinct translations that are
pairwise disjoint induce a copy of the complete graph on k vertices as a subgraph of KG(7r),

called a clique.
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Definition 4.3.9. Let I' = (V, E) be a graph. A clique in T is a subset V' C V such that the
subgraph induced by V' is a complete graph. A maximum clique of I is a clique in I" with
the largest number of vertices possible, and the clique number of I', denoted as w(T"), is the

number of vertices in a maximum clique.

Example 4.3.10. The complete graph K,, contains cliques of size 1,2,...,m. Since K,, is a

clique of size m, the maximum clique of K, is itself, so w(K,,) = m.

Example 4.3.11. Let F': F; — F3 be the identity function. Consider the Cayley graph of vp.
By definition, yr(a,b) is equal to 1 when F(z + a) + F(z) = b, and this equation is equivalent

to a = b. Therefore the edge set E., of Cay(yr) is

Eyp = {{(a,b), (c,d)} C (F§ x F§)* : yr(a+¢,b+d) =1}
= {{(a.b). (e, d)} C (F§ x F)* tatc=b+d}
= {{(@,b).(c.d)} C (F§ xFY)* ca+b=c+d}.

It is then clear that Cay(yr) is the disjoint union of 2" copies of Kon since the map (a,b) — a+b

is 2"-to-1.

The following proposition immediately follows from the fact that X,(F') is a partition of

Fy x Fy* for any a € F}.

Proposition 4.3.12. Let F': F)) — F}' be a vectorial function. Then X,(F) is a clique of size

p™ in KG(Tr) for any a € ).

Hence, for a vectorial function F': Fj) — F* with non-maximal differential uniformity, there
exist p" distinct cliques of size p™ that partition the vertices of KG(Tr). We can quickly
show that if n < log,(p™ + 1), then all cliques of this size in KG(7r) are maximal, implying

w(KG(Tr)) = p™ if n <log,(p™ +1).

Theorem 4.3.13. Let I': F) — F;' be a wvectorial function. If n < log,(p™ + 1), then
w(KG(Tr)) = p™. In particular, this inequality is satisfied if m > n, so w(KG(Tg)) = p™

if m>n.



4.4. GRAPH-THEORETICALLY CLASSIFYING APN AND AB FUNCTIONS 37

Proof. Suppose n < log,(p™ 4+ 1). Then n + m = log,(p"*™) < log,(p"(p™ + 1)). Hence
p" T < p™(p™ + 1). By Proposition 4.3.12] the clique number of KG(7F) is bounded below by
p™. I w(KG(TF)) > p™, then there would exist p™ +1 distinct sets in Fjy x )" of size p™ that are

pairwise disjoint, but this is impossible since p™*" < p™(p™ + 1). Thus w(KG(Tr)) =p™. O

Corollary 4.3.14. Let I': F}) — F}" be a vectorial function such that n < logp(pm—i—l). Suppose

S CFy x F' such that yp(a +¢,b+d) = 0 for any distinct (a,b), (c,d) € S. Then |S| < p™.

It would also be interesting to answer the following: for a fixed n, what is the minimal integer
m such that any vectorial function F': F}, — [}*, the clique number of KG(7F) is no larger than

mo

p

4.4 Graph-theoretically classifying APN and AB functions

APN functions, AB functions, and other important subclasses of APN functions have been
classified in many different ways. In this section, we focus on the classifications of APN and
AB functions in graph-theoretical terms. Since the graphs in this section are very large (22"
vertices, and often with many edges), we are not stating that such classification may be useful in

computation. However, the symmetric behavior of APN functions can be seen when examining

them with graph-theoretical tools.

4.4.1  APN functions

As seen in the previous section, for a vectorial function F': Fj) — F* with non-maximal differ-
ential uniformity, we are able to compute the number of edges in KG(7r) by simply knowing
the weight of yr. Since any APN function F': F§ — F5 has minimal differential uniformity 2, it
is guaranteed that the complement of KG(7F) is Cay(yr), which is wt(vyp)-regular. Using this,
we are able to demonstrate a connection between the number of edges and regularity of KG(7F)

with the APNness of a vectorial Boolean function F'.

Theorem 4.4.1. Let F': Fy — F5 such that the differential uniformity of F' is less than 2™.

The following are equivalent:
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1. I is APN;
2. KG(Tr) has 227"72(2" — 1)(2" + 2) edges;
3. KG(Tr) is a (221 + 2"~ — 1)-reqular graph.

Proof. By Equation (4.3.1), the number of edges in KG(7F) for a function F': F§ — F3 is
(Z;n) —2%” wt(vr). Since Theorem states that F'is APN if and only if wt(yp) = 2271 —2n—1,

we know that F' is APN if and only if KG(7F) has

<2;n) o 22n—1(22n—1 o 2n—1) _ 22n—1(22n o 1) o 22n—1(22n—1 _ 2n—1)
— 2271—1(227’7, _ 1 _ 2271—1 + 2n—1)
— 22n—2(22n+1 —9_ 227’l + 27’L)

— 22n—2(2n o 1)(271 + 2)

edges. Hence, (1) and (2) are equivalent. By Proposition we know that KG(7F) is the
complement of Cay(yr) which is wt(yr)-regular. Therefore, KG(7x) is (22" — wt(yr) — 1)-
regular. Thus, F is APN if and only if vertex in KG(7x) has degree 22" — (22n—1 —on=1) 1 =

22n=1 4 9n=1_ 1 50 (1) and (3) are equivalent. -

Therefore, from the Kneser graph of 7r for a vectorial Boolean function F': Fy — 3, we are
able to retrieve information about the APNness of F'. However, we are also able to classify APN

functions with the Kneser graph in the following way.

Theorem 4.4.2. Let F': Fy — F5 be function. For any a € Fy, let Xo(F) be as in eq. (3.1.1)).
Then F is APN if and only if there are 22"~ edges between X,(F) and X,/(F) in KG(TFr) for
any distinct a,a’ € FY. In particular, F is APN if and only if, for all distinct a,a’ € FY any

vertez in X (F) is adjacent to half of the vertices in Xy (F)

Proof. As previously mentioned, X,(F') is a clique of size 2" for any a € Fy by Theorem
Let a,a’ € F} be distinct. Suppose F'is APN, and let E be the number of edges between X, (F)

and X/ (F). Recall from Lemma that for any b,0' € F3, the translations 7,,(Gr) and
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Ta 1 (Gr) are disjoint if and only if dp(a + a’,b+ b") = 0. Since a # @/, it is sufficient to count
the number of pairs (b,’) such that yp(a + a/,b+ V') = 0. Hence,
E =2 Z vr(a+ad,b+1).
b,b/ €L
Since F is APN and a + o’ # 0, the association b — yp(a + da’,b) is balanced by Theorem m
Therefore

E=2"_ Z yr(a+ad,b+b)
b,b/ EFE

=22 _ Z Z yr(a+a b+ 1)

beFy b €Fy
— 2271 _ 27’1 . 27’1—1

— 227],—1‘

Thus, there are 22771 edges between X, (F) and X/ (F).
Conversely, if there are 22"~1 edges between X,(F) and X, (F) for all distinct a,a’ € F%,

then there are

2" (2;> 4 22—l (22”> =2"(2"h) (2" — 1) + 22 (2n (2" — 1)

— 221172(211 . 1)(2n + 2)
edges in KG(7), implying F is APN by Theorem [4.4.1] O

Remark 4.4.3. Suppose F': F§ — [} is a vectorial Boolean function with differential uniformity
less than 2". Consider the graph I'r whose vertices are the sets X, (F') and such that X,(F') and
X (F) are adjacent if and only if there is an edge between their respective cliques in KG(7F).
Additionally, assign each edge a weight for the number of edges between the associated cliques
in KG(7r). Then F: F} — F5 is APN if and only if I'r is the complete graph where all edges

have weight 22771,

Informally, the graph discussed in Remark is a “zoomed out” graph of KG(7r). With
this in mind, notice that Figure directly shows that KG(7r) is connected where F': F3 — F3

is APN. This motivates us to generalize to all APN functions F': Fy — F7.
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X (0,0)(F) — Xo0,1)(F)

X(1,0)(F) X1, ()

Figure 4.4.1: T'p where F': F3 — F3 is APN.

Corollary 4.4.4. Let F: Fy — F3 be a function. If F is APN, then KG(Tr) is a connected

graph of diameter 2.

Proof. Suppose F' is APN. Let (a,b), (c,d) € F§ x Fy be distinct. Then 7,,(Gr) € Xq(F') and
7..d(GF) € Xc. By Theorem we know that 7, ,(Gr) is adjacent to half of the vertices in X..
Since X, is a clique, all vertices in it are adjacent, and so, there exists a path between 7, ,(GF)

and 7.,4(Gr) of length at most 2. Therefore KG(7F) is a connected graph of diameter 2.

4.4.2  AB Functions and strongly reqular graphs

Recall that AB functions are those functions F': Fy — F35 whose Walsh transform takes values
in the set {0,:t2nT+l} at any non-zero (a,b) € Fy x Fy. Additionally, AB functions can be
classified by the indicator function v, as stated in the result by Carlet, Charpin, and Zinoviev
(see Theorem : F:Fy — F3 is AB if and only if yr is bent. As briefly mentioned in
Section we are able to classify AB functions in terms of strongly regular graphs by applying
the results of Bernasconi, Codenotti, and VanderKam (c.f. [2] [3]). We will now define strongly

regular graphs.

Definition 4.4.5. Let I" be a graph, and let v be the number of vertices of I'. Then I' is strongly
regular with parameters (v, k, A\, p) if I' is a k-regular graph and there exist A, u € Z>go such
that every two adjacent vertices in I' have A common neighbors and every two non-adjacent

vertices in ' have p common neighbors.
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Although we can easily classify AB functions F': Fy — F3 as those whose yp function has a
strongly regular Cayley graph using results from Bernasconi, Codenotti, and VanderKam, we
instead provide a new proof showing that the Cayley graph of a bent function f: Fy — Fg is
strongly regular with A\ = = wt(f) — 2"~2. We prove the converse as well. By Theorem
~r is bent if and only if F' is AB, and thus, provides a classification of AB functions in terms
of strongly regular graphs. Note, however the converse of the above statement is not equivalent
to proving that f is bent provided Cay(f) is strongly regular with A = p. Our proof of the

following theorem involves simple counting and does not rely on an argument using eigenvalues

of Cay(f).
Theorem 4.4.6. Suppose n is even, and let f: Fy — Fy. Suppose f(0) = 0. Then f is bent if

and only if Cay(f) is a strongly reqular graph with A = p = wt(f) — 2"2.
Proof. Throughout this proof, for any a,b € Fy and any i, j € Fa, let M; ;(a,b) be the cardinality
of the set {x € F} : f(x +a) =7 and f(x +b) = j}. Note that for any a,b € F%, the following
holds by construction:

Moy o(a,b) + Moy 1(a,b) =2" —wt(f) and

M o(a,b) + My 1(a,b) = My 1(a,b) + My 1(a,b)

= wi().
Suppose f is bent. Then, f is PN, so for all a # 0, the derivative D, f(z) = f(z + a) + f(z)

is balanced. This means that, for all a € Fy such that a # 0, the following equality holds

Y (flw+a)+ f(x) mod2)=2""" (4.4.1)

ey

Let a,b € F3 be distinct, and let  be the number of common neighbors between a and b in

Cay(f), that is, 1 = [Neay(r)(@) N Neay () (b)]. Hence,
n={z €Fy\{a,b}: flx+ta)=1= f(z +b)}
=[{zeFy: flx+a)=1= f(x+0b)}]

= MLl(CL, b)
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Since Mo o(a,b) + M 1(a,b) is the number of z € Fy such that f(z +a)+ f(z+b) =0 mod 2,

it follows that

Moy o(a,b) + M i(a,b) =2" — z (f(x+a)+ f(zr+0b) mod 2)

TelFy

- Z Da-}—bf(a7 + b)

zelFy

- Z Da—i—bf(x)

zeFy

and by Equation (4.4.1), we have Myq(a,b) + Mj1(a,b) = 2"71. So far, we have shown
M(],o(a, b) —I—M(),l (a, b) =2" —Wt(f) and Mo’l(a, b) —i—MLl(a, b) = Wt(f) = Ml,()(a, b) +M1,1(a, b)

and My (a,b) + M 1(a,b) = 2"~1. By solving the system of equations, we have

Moo(a,b) = 2" — 2"% — wt(f)
M071(a, b) = ML[)(G, b) = on—2

My 1(a,b) = wt(f) —2"2.

Therefore, the number of common neighbors of any two distinct vertices a and b in Cay(f) is
wt(f) — 2”2 regardless if a and b are adjacent. Thus, Cay(f) is a strongly regular graph with
A=p=wt(f)—2""2

Now, suppose that Cay(f) is a strongly regular graph with A\ = pu = wt(f) — 2”72, Then
Mi1(a,b) = X for all a,b € Fy where a # b. For similar reasoning as the first part of this proof,

we have the following for any a,b € Fy where a # b:

Moo(a,b) + Mo1(a,b) = 2" — wt(f)
Mio(a,b) + My i(a,b) = wt(f)
Moy,1(a,b) + My 1(a,b) = wt(f)

Mo,o(a,b) + My 1(a,b) = 2" — Z Dgypf(x

z€Ffy
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Therefore,

Z Da+bf($) =2"-A- MO,O(aa b)

zeFy

=2" = XA — (2" — wt(f) — Mo,1(a, b))

= M()J(CL, b) — A+ Wt(f)

=2(wt(f) — A)
= 2(wt(f) — (wt(f) —2"7%))
— 2n—1

)

for any a,b € Fy where a # b. Hence, all first-order derivatives of f are balanced, so f is PN.

Thus, f is bent. O

Theorem 4.4.7. Let F': F§ — F4 be a vectorial Boolean function. Then F is AB if and only
if KG(Tr) is a strongly reqular graph with parameters (227,22n=1 4 on=1 1 92n=2 4 gn—1 _

27 22n—2 + 2n—1) .

Proof. Tt is well-known (c.f. [7]) that if I is a strongly regular graph with parameters (v, k, A, ),
then T is strongly regular with parameters (v, v—k—1,v—2—2k+pu, v—2k+\). By Theoremm
Cay(vyr) is a strongly regular graph with parameters (227, wt(vz), wt(yr)—22""2, wt(yr)—22"2)
if and only if «p is bent. Therefore, by taking the complement of Cay(yr) and apply-
ing Theorem we conclude that KG(7r) is a strongly regular graph with parameters

(2%n,22n=1 4 ogn=1 1 92n=2 4 on=1_ 9 92n=2 4 on—1) if and only if F is AB. O

As mentioned in [45], a characterization of AB functions F': F§ — F3 in terms of the sets
im D, F' is an area of interest because both APN and crooked functions have been characterized
in terms of the sets im D, F' (sometimes denoted as H,(F')).

Let F': 3 — F3 be a vectorial Boolean function. For any (a,b), (c,d) € Fy x 3, denote by
Sa.bcd the complement of {(a,b), (¢,d)}. Then by Theorem m F is AB if and only if for any

distinct (a,b), (¢, d) € Fy x 3, the size of the set

{(z,y) € Saped:vrla+z,b+y)=0="p(c+z,d+y)}
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is 22072 4 2771 _ 2 if yp(a + ¢, b+ d) = 0 and 22"~2 + 2"~ ! otherwise. Notice that

{(z,y) € Sapea:rrla+zb+y)=0=7r(c+z,d+y)}

= {(%y) € Sa,b,c,d r=a,y 7é b77F(a+C7d+y) = 0}

U{(.’E,y) € Sa,b,c,d:"L’:Cay#df‘YF(a—’_c?b—’_y) :O}

U{(z,y) € Saped:aFxF#c,yrla+z,b+y)=0=7p(c+z,d+y)}

for any (a,b), (¢, d) € Fy x Fy distinct. Notice that

Ta,b,c,d = {(lﬂ,y) € Sa,b,c,d a 7& z 7’é ¢, ’7F(a +x,b+ y) =0= ’YF(C"i' x,d+ y)}
={(z,y) € Sapea:aFr#c,y¢ (b+imDgiF)U(d+im Deyy))} -
Let
Ua,b,c,d = {(ﬂﬁ,y) € Sa,b,c,d r=a,y 75 ba ’YF(G’ +c, d+ y) = O}
Va,b,c,d = {(:an) € Sa,b,c,d r=ay 75 ba’YF(a + Cad+ y) = O}

Then F': Fy — Fy is AB if and only if (a,b), (¢,d) € Fy x Fy where (a,b) # (¢, d) implies

222 4 on=1 — 2 if yp(a+c,b+d) =0

22n—2 4 on—1 otherwise.

‘Ta,b,c,d| + ‘Ua,b,c,d

+ [Vapb,cdl = {

We can compute the size of Ugp.cq and Vg g by noticing they both have size

2" —1— > qpla+c,B) +vr(a+cb+d).
BeF?

Therefore, if a + ¢ = 0, then |Ugpcdl = [Vabed

=2"—1. If a+c# 0 and F' is APN, we can

apply Theorem [2:2.3] to determine that

Uapedl = Vaped =2" =1 =2""" 4 yp(a+c,b+d)

=2""1 — 1 +p(a+c,b+d)

for all (a,b), (¢, d) € Sgpcd- Conversely, if |Ugpcdal = |Vapedl = 2=t 1+ yp(a+ e, b+ d) for

all (a,b), (c,d) € Fy x F§ where (a,b) # (c,d), then F' is APN. So for any distinct (a,b), (¢,d) €
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F3 x F3
ot _ 9 ifa=c

+ Vabed = 2" —2 if a # cand yp(a+c¢,b+d) =0
2" if a # c and yp(a+c¢,b+d) = 1.

‘Ua,b,c,d

if and only if F' is APN. From this, we are able to derive the following theorem.

Theorem 4.4.8. Let F': Iy — 4 be a vectorial Boolean function. Then F is AB if and only

if F' is APN such that the size of

Toped=1{(2,y) € Sapea:aFr#c,y¢ (b+imDyiF)U(d+imDciy))}

s given by

92n—2 _ gntl 4 gn—1 ifa=c
|Tobed =4 2202 —2n 4 271 if a# c and yp(a+c,b+d) =0
92n=2 4 on=1 _9on  ifg ¢ and yp(a+c,b+d) =1

for all distinct (a,b), (c,d) € Fy x F3.

Proof. Suppose F' is AB, and let (a,b), (¢,d) € Fy x F% be distinct. Then

|Ta,b,c,d| + |Ua,b7c»d

+ |Va,b,c,d

2ol 2 ifyp(a+ e, b+d) =0
22n=2 4 on—1 otherwise.

So,

22n=2 4 o=l 92 ifyp(a+e,b+d) =0

T, =—(U. +V, +
Tas.cd (Vapead abied) {22”_2 +2n1 otherwise

2277,—2 _ 2TZ+1 _|_ 27’L—1 a = C
=922 _onponl ifg#£cand yr(a+c,b+d)=0.
22n72+2n*1_2n ifa;écand’yF(G—FC,b‘i‘d):l

Now, assume the converse. Since I’ is APN, we have

ot _ 92 ifa=c
+ [Vaped = 2" —2 if a# cand yp(a+c,b+d) =0
2" if a # c and yp(a + ¢, b+ d) = 1.

|Ua,b,c,d
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Therefore
227’1,—2 _ 2n+1 + 271—1 a = C
‘Ta,b,C,d| + ‘Ua,byad’ + ’Va,b,c,d’ = 22n—2 — 2™ + 2n—1 if a 7é ¢ and fYF(a +¢, b+ d) =0
221172_}_2”*1_2” ifa#cand’yp(a-i-C,b‘f‘d):l
2"+1 ifa=c
ifa# cand yp(a+c,b+d)=0
ifa#cand yp(a+c,b+d) =1

22y onl 2 ifa=c
22n=2 y on=1 _ 9 if g # cand yp(a+c,b+d) =0
22n=2 4 on-l ifa# cand yp(a+c,b+d) =1

22n=2 y on=l 92 ifyp(a+e,b+d) =0
22n=2 4 gn—1 otherwise.

Thus, F'is AB. O

Therefore, we have classified AB functions in terms of their APNness and a condition on their
first-order derivatives. It is natural to ask whether the condition on the APNness of F': F§ — F3
in Theorem necessary. This is a question that still needs further work, and we hope that
in the near future there will be a classification of AB functions in terms of the images of their

first-order derivatives.

4.4.83  Crooked functions

We now discuss crooked functions and why some graph-theoretical classification is reasonable.
Recall that a function F': F§ — 3 is called crooked if im D, F' is an affine hyperplane for all
non-zero a € Fy. Both APN and AB functions could be classified by properties of their vp
functions, and it turns out that crooked functions can be as well. This classification was proved

in [11], but first, we must introduce the following definition.

Definition 4.4.9. Let f: F} — Fo be a Boolean function. Suppose n is even and f is bent.
We say f is in the Maiorana-McFarland class (MM class) if there exists a permutation

and a Boolean function g: IF;L/Q — Fy such that f(z,y) =z - 7(y) + g(y). Also,

2 2
T F"/ 721/

the completed MM class is the set of all functions that are EA-equivalent to MM functions.
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We now are ready to introduce the classification of crooked functions proven in [11].

Proposition 4.4.10. [11] A function F': F} — FY is generalized crooked if and only if vp is
affine with respect to b. If n is odd, then F is CCZ-equivalent to a generalized crooked function

if and only if yp is in the completed MM class.

This proposition is evidence that we may be able to classify crooked functions in terms of the

Cayley graph of vg, and therefore, the Kneser graph of Tg.
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5
Uniform exclude distributions

As we have previously discussed, APN functions are an important notion in cryptography as
they are those (n,n)-functions that are optimally resistant to a differential attack when used as
a substitution box in a block cipher. However, APN functions are also those (n,n)-functions F'
whose graph Gr = {(z, F(z)) : € F}} is a Sidon set in (F%)2. In this chapter, we study the
case when Gp is a Sidon set, and in particular, we study the exclude distribution of Gg for APN
functions F.

Recall that a Sidon set S C F% is a set such that the sum of any four distinct elements is
non-trivial. Observe that if a,b,c € S are distinct and S is Sidon, then a + b+ ¢ ¢ S. We call

the set consisting of all the sums of three points in S the exclude set.
Definition 5.0.1. Let S C 3.

1. The exclude set X(S) of S is the set

X(S)={a+b+c:abceSand|{a,b,c}|=3}.

2. We say = € X(5) is an exclude point of S.

3. Furthermore, the exclude multiplicity (or simply the multiplicity) multg(z) of x €

F% \ S is the number of distinct subsets {a,b,c} C S of size 3 such that a + b+ c = x.

49
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Hence, a set S C F7 is Sidon if and only if S N X(S) = 0. A Sidon set S C F3 is called
maximal if no point in Fj \ S has multiplicity 0. Determining the largest size of a maximal
Sidon set is a well-known problem and is only known precisely for n < 10 (see [22], [39], [23]).
However there are known bounds on the size of the largest maximal Sidon set (see also [44]).

In [12], it was conjectured that any (n,n)-function with so-called algebraic degree n must be
not be APN for n > 3. If true, this conjecture would imply that any function F’ obtained by
changing the value of APN (n,n)-function F' at a single point is not APN. As shown in [17],
any such functions F’ are not APN if and only if the graph of all APN functions are maximal
Sidon sets. This seems reasonable as Redman, Rose, and Walker showed in [43] that the smallest
maximal Sidon set in F% is of size O((n - 2”)%) by generalizing a result of Ruzsa. However, as
mentioned in [17], “there seems to be room for the existence of APN functions whose graphs
are non-maximal Sidon sets” since |Gr| = 2" is approximately v/2 times smaller than the best
known upper bounds on the largest maximal Sidon set (see [44], [23]).

The exclude distribution of a Sidon set S C F4 is the function that takes a point in Fy \ S to
its multiplicity. To provide an overview of this chapter, we first give some preliminary results
on the exclude distribution. Then, we explore the APN function-maximal Sidon set conjecture
and introduce the notion of uniform exclude distributions. We then prove in Section that
the graph any Gold function (a power APN function F(z) = 22" ! where ged(k,n) = 1) has an
exclude distribution that is uniform on an equally-sized partition of (F%)2\ Gr. We conclude
this chapter by extending this result to all APN plateaued functions whose component functions

are all unbalanced in Section [£.3.3

5.1 Visualizing Sidon sets in F5

A common way to think about F4 is as the vertices of the n-dimensional hypercube in R", but
clearly, this becomes difficult to do as soon as n = 4. In this section, we discuss visualizing F5 in
a planar fashion. One tool created to visualize Sidon sets in F4 is the Qap Visualizer [46]. The

Qap Visualizer is an online web-based tool used to visualize Sidon sets in F5 where 1 <n < 14.
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For any n, we will provide two algorithms for constructing the same planar grid of Fy. In
particular, if n is even, then our grid will have 5§ rows and 5 columns, and in the case of n
odd, it will have ”TH rows and "T_l columns. Equivalently, the grid will have [ %] rows and[%]
columns for any n > 1, and in case n = 1, our grid will simply have 1 row and 2 columns.

Suppose n > 1, and consider a vector a € Fy as a bitstring, that is, a is a sequence of values
in {0,1}. We use standard indexing for bitstrings, that is, we index the right-most bit of a as 0
and the left-most as n — 1. Let a; denote the ith bit of a. We can then construct two vectors x,

and y, consisting of the bits from the even and odd indices of a, respectively. Let n, = [§], let

ny = | 5]. Now, let

n
Tq = (agnz_g, A2ny—4, - - -5 A2, ao) c FQI and

23
Yo = (a2n,—1,a2n,-3,-..,0a3,a1) € Fy",

said differently, x, is the vector of all “even bits” in a and y, is all of the “odd bits” in a. One

can easily show that this process gives us an isomorphism from F§ to F5* x ng
Example 5.1.1. Suppose n =4 and a = (0,1,0,1) € F4. Then a, = (1,1) and a, = (0,0).
Example 5.1.2. Suppose n =5 and a = (1,0,1,1,0) € F3. Then a, = (1,1,0) and a, = (0,1).

Consider the standard integer representation of s € 5, that is, we identify s with the integer
Z?:_ol 2ts;. Therefore the bijection a — (74,y,) gives us a way of mapping a vector a € F} to a
pair of (z,y) coordinates by identifying x, and y, with their integer representations, giving us
a way to map vectors in F to (x,y) coordinates in Z X Z.

Now, for any a € F%, identify a with (z,y) where x and y are the integer representations
of z, and y,, respectively. Doing this for all vectors in F%, we have uniquely identified each
vector with a (z,y) coordinate. Now, we consider a grid where we enumerate rows from top to
bottom and columns from left to right — with all indices starting at 0. Then, we have a planar

representation of [y} as a finite gridﬂ See Table and Table

1One can easily generalize this to provide a planar representation of Z%, for any m,n € N.
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Table 5.1.1: Planar representation of F3 with integer coordinates.

0] 11]4]6
2 13|57
819 |12 |13
10| 11| 14 | 15

Table 5.1.2: Planar representation of F3 with integer coordinates.

Example 5.1.3. Let a = (1,0,0,0) € F3. Then a, = (0,0) and a, = (1,0). The integer
representation of a is 8, and the integer representations of a, and a, are 0 and 2, respectively.
Therefore, 8 has coordinates (0,2) in our planar representation of F3, that is, 8 appears in the

Oth column and the 2nd row (with indices starting at 0), see Table

Using this same planar representation of 4y, we can visualize Sidon sets in Fy. The Qap
Visualizer represents [} in the same way and pictures Sidon sets. For a Sidon set S C 3, we
represent a point in S as a green diamond, and exclude points in X(S) are labeled with their

multiplicity.

2(2|2

Figure 5.1.1: A Sidon set in Fj5 of size 6, the largest possible.

1 212|2]1]2 1
2111121 1[1]1
212]1[1]1]2]|0]2
112|121[3]2(2]2
2(1]1112(1]1[1]1
1 2/2|2[1]2 1
2 112 1

11112|12(2]0]2]1

Figure 5.1.2: A Sidon set in F§ of size 9, the largest possible.
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5.2 The exclude distribution

The exclude set of a Sidon set S C [y is exactly the set of points such that any superset of S
including a point from X(S) is not a Sidon set. For this reason, the exclude set of S plays a
critical role in the structure of S.

Now, notice that F% is the disjoint union of X () and the set of all points of exclude multiplicity

0 (with respect to ). For this reason, we have the following lemma.
Lemma 5.2.1. Let S C Fy be a Sidon set. Then ), ox g multg(z) = er]Fg\S multg(x).

Proof. Notice that if x € Fy \ S, then z ¢ X(5) if and only if multg(z) = 0. Therefore, the

sums of the multiplicities of points in X(5) and F3 \ S are equal. O

Now, recall the following proposition.
Proposition 5.2.2. [22] Let S C Fy be a Sidon set. Then ., cx gy mults(z) = ("g').

Therefore, by combining Lemma and Proposition we have
ST 2 > multg(z) = > multg(z). (5.2.1)
3
zeX(S) z€FZ\S
We now introduce notation for the minimal and maximal exclude multiplicities for a given
Sidon set S. Denote by emin(S) and emax(S) the minimal and maximal exclude point multiplic-
ities, respectively. That is,

emin(S) = xé?F?{S multg(z), and

emaX(S) = ngIF%}\{s Hlultg((ﬂ)-
2

Proposition 5.2.3. Let S C Fy be a Sidon set. Let z be the number of points in F3 \ S with

multiplicity 0. Then

(2" —|S])emin(S) < <|§‘) < (2" = [S| — 2z)emax(5). (5.2.2)
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Proof. By eq. (5.2.1]), we have

(‘g’) = > multg(x)

Z€FP\S
‘Fg \ S’ * €min (5)

v

= (2" = [S])emin(5)-

Similarly,
S
<|3|> = Z multg(z)
zeX(S)

< [X(S)] - emax(5)

= (IF3 \ S| = 2)emax(5)

= (2" —|S| = 2)emax(5).
Thus, eq. holds. O

In the case where epin(S) and enin(S) are equal, we call S a k-cover where k = epin(S) =
emax (S )E| Notice that all k-covers are maximal Sidon sets if and only if & # 0. Hence, if S is a
k-cover and |S| > 3, then S is maximal.

In general, very little is known about k-covers as it seems that they are difficult to find.
However, we recall from Chapter 2] that AB functions are those whose graph is a maximal Sidon
set with all exclude points having the same multiplicity [45]. Therefore AB functions are those
APN functions such that Gr is a (%)—cover. We will now describe the exclude multiplicities

of a Sidon set in terms of the exclude distribution.

Definition 5.2.4. Let S be a Sidon set in F5. We define the exclude distribution of S to be

the function dg: F§ \ S — Z>¢ defined by dg(z) = multg(x) for all z € F§ \ S.

The exclude distribution captures information about the exclude points of a Sidon set and

their multiplicities. Since we are working with finite sets, the image of dg is bounded for any

2Note that k-covers do not exist in all dimensions (c.f. [22]).
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Sidon set S C F3. In particular, the maximum value that dg takes is emax(S). Similarly, the
minimum value that dg takes is emin(.5).

The exclude distribution is useful in determining properties of a Sidon set, and studying the
exclude distributions of two different Sidon sets S, S” C FJ can be quite useful in determining
shared or differing properties of S and S’. To compare two different exclude distributions, we
need a notion of equivalence. Exclude distribution equivalence (ED-equivalence) considers the
exclude distributions of S and S’ to be equivalent if and only if the number of k-points in X(.5)

is equal to the number of k-points in X(S”).

Definition 5.2.5. Let S be a Sidon set in Fj. If S C F7 is a Sidon set, we say that S
and S’ are exclude distribution equivalent (ED-equivalent) if there exists a permutation

o:F3\ S — Fy\ S’ such that dg = dgr o 0.

Now, we explore ED-equivalence and its relation to general affine equivalence. In particular,
we will show that ED-equivalence is implied by affine equivalence while the converse is not true

in general.

Theorem 5.2.6. Let S, S’ C FY be Sidon sets. If there exists an affine permutation A: Fy — FY

such that A(S) =S5’, then S and S’ are ED-equivalent.

Proof. Suppose there exists an affine permutation A: Fy — F% such that A(S) = S’. Clearly, if
|S| = |S’| < 3, then exclude points in both F4\ S and F4\ S” all have multiplicity 0, implying that
ds = dg oo where o: F§ \ S — F3\ S is any permutation. Hence S and S” are ED-equivalent

if |S| = |S’| < 3. Suppose |S| > 3. Let z € F§'\ S, and let k£ = multg(x).

Case 1: Suppose k = 0. Then a1 +as+as # x for all ay, as, a3 € S, where a1, as, ag are distinct.
Then A(ay) + A(a2) + A(az) = A(a1 + ag + a3) # x for all a1,a2,a3 € S, where ay,as,as3

are distinct. Hence 0 = multg(z) = multgs/(A(z)). Therefore dg = dg o A.

Case 2: Suppose k > 0. Then, there exists distinct points ai,...,a3r € S such that x =

a; + ag; + as; for all i € [k]. This implies

A(x) = A(a; + ag;i + azi) = A(a;) + Alaz) + A(as;)
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for all i € [k], so multg(z) < multg(A(x)). However, we have that multg (A(z)) <
multg(z) by applying the same argument and using A~!. Therefore, multg(z) =

mults/ (A(z)), and we deduce dg = dg o A.

Thus, S and S’ are ED-equivalent. O

So, if any two Sidon sets are affinely equivalent, then they are ED-equivalent. However, the

converse is not true in general, which we show by the following example.

Example 5.2.7. Let F: Fos — Fys be defined by F(x) = 23 for all z € Fys, and let F': Fys —
Fys be defined by F'(x) = 27 for all z € Fys. Notice that I is a Gold function and F” is a Welch
function (see Table. Since F' and F’ are both AB, they are are ED-equivalent. Notice that,
by definition, Gr and Ggr are affinely equivalent if and only if F' and F’ are CCZ-equivalent. By
a result of Dempwolff in [24], since F' and F’ are power functions, they are CCZ-equivalent if and
only if they are cyclotomic equivalent (see Chapter . So, it remains to show that 3 # 2¢. 771
mod 31 for all 0 < i < 5. First, notice that 7-9 =63 =1 mod 31, so 7' = 9 over Z3;. Now,

we compute 2° - 771 =2.9 mod 31 for all 0 < i < 5:

2°.9=9 mod 31
21.9=18 mod 31
22.9=5 mod 31
23.9=10 mod 31

24.9=20 mod 31.

Thus, 3# 2°- 7! mod 31 for all 0 <4 < 5, and so F and F’ are not CCZ-equivalent, implying

that Ggp and Gp» are not affinely equivalent.

Definition 5.2.8. Let S be a Sidon set in F3. Let X and Y be disjoint subsets of 3 \ S of the
same size. If there exists a permutation 7: X — Y such that dg|x = dgly o, we say that dg

is locally equivalent at X and Y.
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Since AB functions are those whose graph is a (LgQ)—cover, the graphs of any two AB functions

(with the same dimension) are ED-equivalent. More generally, it is a consequence of the following
proposition that all k-covers in the same dimension are ED-equivalent. The following proposition

is known.

Proposition 5.2.9. Let S be a Sidon set in F5. The following are equivalent:

1. S is a k-cover,

2. emin(S) = emax(S);

3. dg 1is constant,

4. dg is locally equivalent at X and Y for all subsets X,Y C Fy \ S where | X| =1Y]|.

Proof. We have that (1) is equivalent to (2) by definition. Also, (3) follows from (2) because
emin(S) = €max(S), then the minimal and maximal values that dg takes coincide, so dg is
constant.

Now, suppose dg is constant and let X,Y C F% \ S such that |X| = |Y|. Then for any
permutation 7: X — Y, we have dg|x = dg/|y o ™ because dg is constant, so (3) implies (4).

Now, suppose (4) holds. Let X be a subset of F4 \ S consisting of a single point. By our
assumption, dg is locally equivalent at X and any other subset of F} \ S consisting of a single
point. This implies that all points in F4 \ S have the same exclude multiplicity, so S is a k-cover

for some k € N, and we conclude that (4) implies (1). O

By Proposition k-covers naturally impose constraints on the exclude distribution. How-
ever, we will no longer focus on the k-cover case, and we begin to instead study uniformity of
an exclude distribution. Before defining uniform exclude distributions, we first recall that an
equally-sized partition P of a set S is a partition of S such that any two elements in P have

the same size.
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Definition 5.2.10. Let S be a Sidon set in Fy. If P is an equally-sized partition of some set
Z C F3\ S, then we call dg uniform on P if dg is locally equivalent at any two distinct elements

of P.

We now provide examples of exclude distributions that are uniform on some partition of a

subset of 3.

Example 5.2.11. Suppose S C F3 is a k-cover. Let Z C F3 \ S, and let P be an equally-sized
partition of Z. Then by Proposition dg is locally equivalent at any two elements of P,

implying dg is uniform on P.

Example 5.2.12. Consider the Sidon set pictured in Figure [5.2.1] and call it S. Let Z be the

highlighted region pictured in Figure Notice that Z is the union of 6 distinct 4-flats (or

4-dimensional affine subspaces), and let Py, ..., Ps be these 4-flats. It is then immediately clear

that dg is locally equivalent at any two of these 4-flats. Therefore, dg is uniform on { Py, ..., Ps}.
OIOI1013]213[2|0]2]3]12(0]12(3[2 O
O13(2(2(2(2121)2(2[2]1]2]2]|2]1
©12(5(2]3]2]3/2]13(2|3|2]3/2(3]|2
312[2|012/2(1]2]2/2]11/2]2[2[1]|2
2(2(3|2]3|2(2|2]1[1]1|2|1[1[1|2
3(2(2]|2]2/Of1(2)112]12/2]1(2(2(2
2(2(3[1]2/1[3|2]1]/2]|1/2]|1[2|1|2
Ol112121212(213]1212]2(1]12(2]2]1
2(2(3[211/1[1]2]3/2]2/2|1[1|1|2
312|12[2]1(2]2|2)12|$(1(2]1(2]2]2
2(2(3[1]1/2[1]2]2]1]|3|2]1[2|1|2
O1112(212(2121112(2(2(3]2(2]2]1
2(2(3[2]1[1[1[2]1]1]1/2]3|2|2|2
312(2]2]1/2[2|2]1/2]|2/2]|2[f1(2
2(2(3[1]1/2[1[2]1]2]1|2]2|1|3]|2
Ol112(2)212)121112(2]2(1]2/2(2]|3

Figure 5.2.1: A Sidon set in F§ whose exclude distribution is uniform on 6 distinct 4-flats (or
4-dimensional affine subspaces).
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5.3 The exclude distribution of Gr

In this section, we focus on the exclude distributions of Gr where F': Fy — F4 is an APN
function. In particular, we will study the excludes of Gr and the open problem on APN functions
and maximal Sidon sets. Furthermore, we prove that the exclude distribution of the graph of

any Gold function is uniform on a particular partition comprised of n-flats.

5.8.1  The maximal Sidon set conjecture for APN functions

Recall that a function F': 5 — Fy is APN if and only if its graph Gr is a Sidon set. A Sidon
set S is maximal if §' D S for S’ C F} Sidon implies S’ = S. It is conjectured that the graphs

of all APN functions are maximal Sidon sets.
Conjecture 5.3.1. The graphs of all APN functions are maximal Sidon sets.

So far, it has been shown that the graphs of all APN power functions and APN plateaued
functions (see Section [5.3.3) have graphs that are maximal Sidon sets [17]. Clearly, the
graph of an APN function F'is maximal if and only if dg, only takes non-zero values, and so the

exclude distribution is also a tool that we can use to study problems such as Conjecture [5.3.1

N
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Figure 5.3.1: The graph of the Gold function x — 23 over Fau.

It has been known since , and perhaps earlier, that sums of subsets of size 3 of Gr (i.e.
exclude points) are related to the Fourier-Hadamard transform of W3. The following was shown

in , but we will consider it a lemma and provide a proof for the sake of completeness.
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Lemma 5.3.2. Let F: F} — F3 be an APN function. For any (a,b) € (F%)?, the sum

Zu,ueng (—=1)vorwawyd(u,v) equals
22n|{(1H41f2,$3) € (F5)3 : (w1 + xo + 23, F(21) + F(x2) + F(x3)) zz(a,b)} .

Proof. Let (a,b) € (F3)2. Then, we have

3

Z (_1)v~b+u~aW}?;(u7v) _ Z (_1)v~b+u~a Z (_1)u-x+v~F(a:)

u,vEfy u,velfy z€Fy
_ Z Z (_1)1}-(F(a:l)+F(x2)+F(:1:3)+b)+u~(ac1 +xz2+z3+a)
)

z1,%2,23€FY u,veEFy

as mentioned by Carlet in [17]. Notice that if x1+z2+z3+a = 0 and F(z1)+F (z2)+F (z3)+b # 0

for some fixed z1,z2,23,a,b € Fy, then

2: C_1V(F@ﬂ+Fuﬂ+F@@+m+w@q%m+m+@:: 2: C_lv(F@ﬂ+F@ﬂ+F@@+m
u,uEFY u,vEFY
—on Z (—1)v(F @)+ F(22)+F (3)+b)
veFY

=0

because for any = € (F3)*, the function v — v - x is balanced. Similarly, if x; + x9 + 23 +a # 0

and F(x1) + F(z2) + F(z3) + b = 0 for some fixed z1,x2,x3,a,b € F}, then

Z (_1)v-(F(ml)+F(x2)+F(:E3)+b)+u-(m1+x2+x3+a) = 0.

u,vEFY

Now, consider the case where x1 + zo + 23+ a # 0 and F(z1) + F(z2) + F(x3) + a # 0 for some

fixed x1,x2,x3,a,b € F5:

Z (_1)1}-(F(z1)+F(z2)+F(a:3)+b)+u-(z1+x2+m3+a)

u,veFy
_ Z (_1)u-(x1+x2+303+a) Z (_1>v-(F(a:1)+F(xg)+F(xg)+b)
u€Fy vEFy

_ Z (_1)u-(:c1+a:2+x3+a) .0
u€lFy
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Therefore, when considering the entire sum, we have the following:

Z Z (_1)v-(F(:vl)+F(:L"2)+F(zg)+b)+u-(x1+mg+x3+a)
271,3:2,3?3615‘3 u,vGIFg

- Y o

r1,22,23€FY u,vGFgL
r1+r2+r3=a
F(x1)+F(zg)+F(x3)=b

=277 {(z1,29,23) € (F5)3 : (x1 + x9 + 23, F(21) + F(29) + F(23)) = (a, b)}|.

O
Corollary 5.3.3. Let F: F§ — F% be an APN function. If (a,b) € (F3)2\ Gr, then
1 v u-a
dgy(a,b) = 3 9l > (=)W (u, ).
(u0)€(F3)?
Proof. Let (a,b) € (F3)?\ Gr. Since b # F(a), we know that
{(z.y,2) € @)% : [{w,y,2}| <3, (z +y + 2z F(a) + F(y) + F(2)) = (a,0)} = 0.
Hence
1 mn
dgF(a, b) = 6| {(x,y, Z) € (F2)3 : ‘ {:):,y,z} | =3, (.%' +y+ Z,F(.’B) =+ F(y) —|—F<2)) = (a7b)} ‘
1 mn
= sl{@y.2) € (F3)°: (x+y + 2, Fx) + F(y) + F(2)) = (a,b)} ],
and by applying Lemma [5.3.2] we have
1 v u-a
dgr(a,b) = 75 > (=D (u, ).
u,velfy
O

Carlet used this to show that the graph of APN function F' is maximal if and only if for all

(a,b) € (F3)2, the inequality > (—1)voFwaly3 (u,v) # 0 holds.

u,veFY
Remark 5.3.4. If F' is APN and the exclude distribution of G is uniform on some equally-
sized partition P of (F%)?2, then the inequality holding on an element of the equally-sized par-
tition implies that it holds on all of (F%)2. Hence, if dg, is uniform on P, then Gp is a max-
imal Sidon set if and only if there exists P € P such that for all (a,b) € P the inequality

Zu,veﬂ?g(_l)v'b—i_u.an‘(u, 'U) ?é 0 holds.
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As Carlet showed in [|17], Conjecture is equivalent to the following conjecture:

Conjecture 5.3.5. |12 Let F': Fy — F% be an APN function. If F': FY — FY is equal to F

except at a single point, then F' is not APN.

We will demonstrate a new direct proof to show why these two conjectures are equivalent, but
first, we introduce notation and provide some preliminary results.

Let P, denote the set {x} x F} = {(x,y) : y € F§} C (F%)2. Consider some vectorial Boolean
function F': Fy — F4. Clearly, each P, contains a unique point in Gr, so we also let Q(F) =
P\ {(z, F(x))}. Also, denote by Q(F%, F) and Q*(F%, F') the following partitions of (F})? and

(F5)* x Fy, respectively:

Q(F3, F) ={Qu(F) : € F3} (5.3.1)

Q (Fy, F) = Q(F3, F) \ Qo(F). (5.3.2)

When considering the exclude distribution of Gr (for F': F§ — FZ APN), we notice that
any exclude point of G that lies in @, (F') is not equal to a sum of three elements of Gp that

contains (x, F(x)). That is, any exclude point in Q,(F') is completely determined by the points

in G\ {(x, F(x))}-

Lemma 5.3.6. Suppose n > 1. Let F': Fy — Fy be an APN function. Let x € Fy, and let

(a,b) € Qu(F). Then (a,b) # (z, F(x)) + (y, F'(v)) + (2, F(2)) for all y,z € F§ where y # z.

Proof. Let y,z € Fy such that y # z. Since (a,b) € Q.(F'), we have a = z by construction of

Qz(F). Therefore a+x+y+z = y+2z # 0, implying (a,b) # (z, F(z))+(y, F(y))+(z, F(2)). O

This leads to the following proposition, which informally speaking states that local exclude

multiplicity is preserved when the respective point in Gr is removed.

Proposition 5.3.7. Suppose n > 1. Let F: Fy — F3 be an APN function, and let x € Y.

Then the multiplicities of all points in Q,(F') remain unchanged when (x, F(x)) is removed from

Gr. Equivalently, dg.|o,(r) = dgm\{(z,F(2)} 0. (F)-
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Proof. Let (a,b) € Qx(F), and let k = multg, (a,b). If k = 0, then clearly multg .\ f(z, r(2))} (@, b) =

0 = k. So, suppose k > 1. Then, there exist x1,...,x3; € F5 such that
(a,b) = (zi, F(21)) + (w25, F(2:)) + (231, F(231)).-

for all i € [k]. By Lemmal5.3.6, z; # a = x for all ¢ € [3k]. Hence (x;, F(x;)) isin Gr\{(x, F(x))}
for all 7 € [3k]. Thus, multg,\((z,F(z))}(a,b) = k. Therefore, the restriction maps dg,|q, ) and

dge\{(z,F(2))}| Q. (F) are the same map. O

From this, we can quickly show that Conjecture and Conjecture are equivalent

conjectures.

Corollary 5.3.8. Let F': Fy — 3 be an APN function. Then Gr is mazimal if and only
if every function F': FY — FL by changing the value of F at a single point is not APN (i.e.

Conjecture and Conjecture are equivalent).

Proof. Suppose Gp is maximal. Let a € F3, and let F': F} — FJ be a function equal to F' at all
points except at a, i.e. F(z) = F'(x) if and only if x # a. Let k be the exclude multiplicity of
(a, F'(a)). Since G is maximal, we know k is non-zero. Therefore, by applying Propositionm
we have dg,\{(a,F(a))} (@, F'(a)) = k. However, since Gr \ {(a, F(a))} = Gp \ {(a, F'(a))}, we
deduce dg_,\f(a,7"(a))}(a; F'(a)) = k. Hence (a, F'(a)) is an exclude point of Grr, so G is not a
Sidon set. Therefore F’ is not APN.

Conversely, suppose every function obtained by changing the value of F' at a single point is
not APN. Let (a,b) € (F%)? such that b # F(a), so (a,b) € Qu(F). Let F': F} — F% be a

function defined by

Fl(a) = {b T=a
F(z) z#a.
for all z € F. By hypothesis, F” is not APN. Hence, Gz is not Sidon, but notice that Gz \{(a, )}
is Sidon since Gpr \ {(a,b)} = Gr \ {(a, F(a))}. Therefore (a,b) must be an exclude point of
Gr \ {(a, F(a))} because

{(a,0)} U (Gr \ {(a, F(a))}) = Gr
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is not Sidon. This directly implies that (a,b) is an exclude point of Gp, so we conclude Gr is

maximal. O

Remark 5.3.9. A consequence of Proposition [5.3.7] is that if F' is an APN function such that
multg, (a,b) = 0, then (a,b) # (z, F(x)) + (v, F(y)) + (2, F(2)) for all z,y,z € F} \ {a} where

x,y, z are distinct.

Another approach to proving that a Sidon set is maximal is to consider the difference between
its minimal and maximal exclude multiplicities. This is because Proposition [5.2.3| provides a
relation that involves the size of the Sidon set S, emin(S) and emax(S), and also the number
of O-points in F3 \ S. Informally speaking, if the difference between the minimal and maximal
exclude multiplicities is small enough, then the Sidon set is “dense” which implies that it is

maximal.

Theorem 5.3.10. Suppose n > 1 and S C F§ is a Sidon set of size 2™. If

2n -2
6 )

emaX(S) - 6min(S) S

then S is maximal.

Proof. By way of contradiction, suppose S is not maximal. Then implies S has an exclude point

of multiplicity 0, so emin(S) = 0. Hence, epax(S) < QngQ. By Proposition we have the

inequality (23") < (227 — 2" — 1)emax(9), and since emax(S) < 52, we have

" 2" —2
< (2 —2n - 1) .
3 6

Observe that this equation is equivalent to

2m(2" — 1)(2" — 2)
6

2n -2

< (22— 1
<( ) 5

Hence, 22" — 2" = 2(2" — 1) < 22" — 2" — 1, a contradiction. Thus, S is maximal. O

For a function F': F§ — F7, its graph Gp has size 2". Soif F'is APN and emax(Gr)—€min(Gr) <

LG_Q, then Gp is a maximal Sidon set. However, we can describe this in terms of the Walsh
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transform. By Corollary we know that emax(Gr) — emin(Gr) is equal to

1 1

- -1 U~b+u.aW3 o . L 1 U~d+u~cW3 .
(aD)e(E5)2\Gr 3 - 227H1 %f ) Pl v) = R, G, 3 g %f ) )
OIS uveF?

By applying Theorem we have the following.

Corollary 5.3.11. Suppose n > 1, and suppose F': F§ — F3 is an APN function. If

> (=)W (u, )| < 280t - 2%, (5.3.3)
u,vEFY
u~(a+c)7év'2(b+d)

holds for all (a,b), (c,d) € (F3)?\ Gr, then Gp is maximal.

Proof. Suppose eq. ([5.3.3) holds. Notice that for any (a,b), (c,d) € (F3)? such that b # F(a)

and d # F(c), we have

1 btuea v-d+u-c
dgp(aab)—dgF(Qd):m > (DT (u) = Y (1) W (u, 0)

u,vEFy u,vEFy

by Corollary [5.3.3, By simplifying the right-hand side of the equation above, we have

1 v u-a v u-c
g (0,6) = dgp(e,d) = s - (=) = (1)) W)
u,velfy
]. v u-a 08 u-c
- 3.922n+1 Z <(_1) bt _(_1) t )Wﬁi(u,v)
u,vEFy
u-(a+c)Fv-(b+d)
1 v u-a
=3 om > (1) W (u, v)
u,vefy

u-(a+c)#v-(b+d)

for any (a,b), (¢,d) € (F3)? where b # F(a) and d # F(c). Therefore,

1
d b) —d d)) = ——— —1)vbtwapy3
e lge(a,b) —dg, (e d)| = g max Z;Fn (-1) (u,0)
b#£F (a),d#F(c) bAF(@d2F(E) | féfiv?(b )
23n—1_22n
< -
= 3.2
-2
==

This implies that emax(Gr) — eémin(Gr) < TLT—2’ so Gg is maximal by Theorem [5.3.10 O
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Therefore, those APN functions satisfying the condition in Corollary have graphs that
are maximal. Note, however, that Corollary [5.3.11] does not state that all APN functions whose
graph is a maximal Sidon set also satisfy inequality (5.3.3)). Both of these results imply that an

APN function whose graph is non-maximal must have an exclude point of multiplicity greater

than 2"6_ 2 While there are many APN functions whose graphs have exclude points with mul-

tiplicity greater than % (e.g. the Dobbertin function when n = 5), all of our computed

examples (mostly low-dimensional examples of power functions and some quadratics) have sat-
isfied the inequalities from Theorem and Corollary It would be interesting to
find a subclass of APN functions that always satisfy this bound on the difference between the
maximal and minimal exclude multiplicities of their graphs, and therefore, a subclass of APN
functions whose graphs are maximal.

We conjecture that if F': Fon — Fan is an APN power function F(x) = 2%, then the exclude
distribution of Gp is constant on Qo(F') with value L(;Q. Clearly, all AB functions satisfy this
conjecture, since if F' is AB, then dg,. is constant on Qo (F') with constant value L(;Q. However,
all of our computed examples of APN power functions (including those that are not AB) have

aligned with this conjecture.

Conjecture 5.3.12. Suppose n is odd. Let F: Fon — Fon be a power function F(z) = z®. If F

is APN, then dg, is constant on Qo(F') with value %.

We also make a very similar conjecture about APN power functions.

Conjecture 5.3.13. Suppose n is odd. Let F': Fon — Fan be a power function F(x) = 2. If F

is APN, then dg,(a,0) = £2 for all a € (F})*.

In the case that n is even, 2" — 2 is not divisible by 6, so the conjectures above can only hold
for n odd. Since APN power functions over Fon are bijective when n is odd, one may be led to
believe that dg, being constant on Qo(F') is related to being an APN permutation. However,

this is untrue due to the following example.
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Example 5.3.14. Recall Browning, Dillion, McQuistan, and Wolfe’s APN permutation over
FS, call it F' (see page [18)). We picture the graph of F' in Figure n By direct observation,

we see that dg, does not take a constant value on Qo(F"). On another note, we also can directly

observe that dg,, is uniform on Q(F$, F').

5.3.

9999999QBBQQB999—B99QBQBB—%99999999799wBHBQQQ9&999“—.99%90&99“999“999
[sed [52d Selisel [se] (Sedise] [sed ) el el Selisel o2l [s2] el 52l Selise] el ™) 52l [s2] ) (2]
o 222|200 2220 oo oolo [ Pfo | 0|2 o) | 0| 2 o2 Do ]2 oo | offe | 2 o o] 2 o | 2 o 2 2 o | o o | oo o | AR 0| 0 | P | 0| 2 O 2 o D o [ 2 |
0|80 |Clo|o|o|ofo | Co|o]o 0| 2|82 Clo | oo (oo | oo oo | Clo oo | offo || 2 Clo oo [ofo | 8o [o]o | oo oo [0 2| Co oo | Cfo o] | Cfo | 8o | o
9QBBQQ9Mm99999999999BMQQQ9BQQ%Bﬁ3979999911099393990399%39993939399%3
el Laed Laed ol Laed ol el eliagd ediagd el
19199911—“999999991191999911911999,9999999999911919999999999991191
[sed [52] @ [52] [sed ) el [s2] [s2] el [se] 52) [se] 52) [se] 52) Selisel el 52l 52l
|22 oo Do ofo | 2| a2 Olo| Pfo 0|2 Olo [ Do ofo oo | Po 2|2 foed sl PoN oY faed el ey oY haed el SR I scdiocd efey (SN =y SN S ) ode
999999B11999?99”999”999999%0999 Olo oo 2|8 oo | 2|2 Lo | 212 1999”99999”%999
DM [sed [sedise] [52] [52] Selise] O el el ™) ) [se] Sedisel 52l 52l el ellse 52l Sellse]
oo olo|ojo Do = QFQ = 99mm99 = & = R el edfey =E 9_ I
.m.:_:9999999_:9 EEE YR PEEE FEEM PR 9:9:999_: 99_: __99_:Mw9:9___:99:9d1
|| RS b | - Rk SIRE RS BAE) B 11_ —|Of=| < — | R I
52l [sed Selisel [sed el Sedisel k2l el 52l [s2] [s2] 52l el
Olo|o/ o]l oo o2 2o o] oo of oo oo oo ofo oo oo o229 ?9911199919—9919—9199911 oo o2 O|o|o
ﬁgﬁm99ﬁ12—~1v9ﬁ999991QQB ClPofo oo L8 o |2 79999H9H999110Bm.99ﬂuﬁ9ﬁ9 o|Lojo | o|o|L
® oy © 2] 2] I el Y] I ® el else) Pyl B
| D)o/olo oo o 2o olo 0|2 o 0|2 oo oo | o220 oo o] || 29| Do oo oo o]o oo oD 0| D] ofo | Do el Py o] facd =N
0|22 ofo|o|l oo oo o]l 2|2 | Cfo | 2o | Lo | o2 Cfo |0 |2 Ofo oo | ) ,HQQHHQQ—WQHQQHQWH.QQQQHQH Lo o]llo|o|o
2] 52l (2] ) elise] ) & 2] I SISy ®
o|o|2|o 1199999—”199999999911.—.1999999 IR R A Belfe el Y= elfe: sejfsel =N foe) PPN oY oo o]o|o|e|2
Clojo/olo|o|o|ofo| o2 Clo 2|8 ofo o8| o2 oo | ofo |28 o228 |o|o o] 2|2 AL |o)o [ C]o oo o |o|o|ofo oo Olo oo o202
B® o Ploy @ ® oy Ol ® , ) Sl 2] @
o o R EIEY Y] kel Y] Py o oo Do Oo oo oo Dl olo o]l ololo ololo/olo oo oo ololo olo o]0 ololo
9911:-“911“999991999 R e S R I RN IR ) IR RIS EIRE SR R MM R SIR IR EIE) ZloCo oY
oo Clo|o|o|of2o|2 Olo olo ofo|o|o|ofo oo ofo o]o | Co o |2 2K o]0 oo | 2| o [0 o | o]0 0| o | oo | 2 2| 22 | 2 D0 oo 0|2
9999—%%999&999999 wﬂ9999999999wnwmggggw991QBHQQBQQHQQBQB Olo|ofo|o|o |
2] (2] o ® SIS IS Sk 2] ) & Sl 2] 2]
Y ) e Y Y 199#99919191 I 2 9919999999199% BIE BRI E = E —m.|999
RIEINE BRIRIRIE RN R b sarsy by SIRE RIE RIE) Rk IR ) H99ﬁ911:_13 B RIRRE ME R DR E) REE MERE)
2] @) IEY ® 2] ] Sl Py ® ® el Sl P
Olo|o oo oo Ofo oo o] 0|2 ofo 0|0 Do oo oo 0|2 oo o] oo o|oo2|0o Co| oo oo | Do o]o | 2o faed e o] o foed Y=Y
o|o|o| P8 oL ol Clo | o8| Clo|ofjo | Pl oo | 2|2 ofo | 2|2 |2 O|2 EYke el EYE B BREBE DR R ek B LRI R IR
333%99993393993999333399993933 o o]o/ oo D2 oo oo |2 o | Do ol oo [P o | D o o] 2 D o o
. —— == === === = = e = e
oo oo |Z|2 1 Ofo | o oo | o Cfo oo | o2 | 2| oo oo oo | o |2 BIE MR PR RE MEERE SMERE R NEE PRMNE PR RE
2] ® skl Y 2] & 2] ® D eIl ) 52 SIS el
0|2 o] Do ofo 0|2 Clo 2o ol oo oo 0|2 oo oo o2 20 O 1991999999119%9991119—”9911911
HHQQQQQQ—.H999999919””9”9”99999”9 RIS R RIE BRI SR R SR IR bk I ek R EY B
2] ® [ & oy O 5 2] o ©® ® ™ 2] [SIPY ) ®
oo oo 2o o] oo a2 Olo|ofo 2P| Do oo o I 2R ofo o|oofo| |0 Po| Do oo Do o] 2 oo P By Y =
= = = = = =[Ol
I () ) Y e ) selie) il s 2 5] o IR = T T 1)
RIE) SR R R SR R M sk SRR BN R R Rk ey py IR BRI S R IR R PR RIE) MEERE DI Rk ) R
9%“3—@993999999“3 Olo o] | 2|2 o)? oo o]o oo o2 o|o oo o|o | Po| oo Do oo o] 20| 220 oo 2] 2 o o | o
9999_99ﬁv9&%”99”99—”&999991B999Bw9 B9999999”%99”%99999999999%%99
® S ® 2] el P ) el Bl el P 5 )
Y] P o olo oo Olo ol oo olo oo o o> olo ol = R e oY oY ololoolo Pololo olololo o
oo BNE PERE IR IR I e R e R IR ) R IR PRNE PR PEEE PR PRRE BRI
|22 |2 ofo|o|o| o] 22|20 Vx| Do Do oo oo | ofo | Pl 799903939%”—%99“—%99%—%999%%9999”9
o|2|lo Olo | 22| P)o oo | 2o RIRE BIRIRIE 2R EIE) Sk =) I BEE RIE I i Belfe Belfey belfey Sejfac) ejioel ejfe Belfey RN YR Relre ey
Olo|2 3%9—999999% 9999%—“33999339 3H393*—“3H393999393ﬁ9999999‘ﬁ%9mm
o oo OO Co oo oo | C]o o|o| O 1991999199911999119999999”9999”9”9&99911ﬂ91
@O el Sy el el P 2] ) 52 el (5] else] Y] ) )
focg e FoN oo 20| |2 Do oo oo oo |Po Do oo oo o2 o o] oo 2 o] o | oo | D2 DYV oo | ol || 2 P [ D o | oo | |2 o) | | 2 o
R ) o|o| 2P oo oo | o|o = Bl R IR SRR MEIRE SR EE B ME B ME SR ERE PEMEE R EE BN BRI RE
e Y Y S Selrey ey fe] e foe] focd 999%9993339—%993&199999399999-“39 9“..993 o oo 0P ola|De o
Ly 2] s 2] s Mo Tuq s =
Clo|2 BEE PR SEE 1991991999919999,9999991%@9191199 Clo o]o|o| 2ol oo Lo oo | o
Sy S ® Iy I Rele el poyie) el felieel Eyhsel o) oy @ el
R E oo oo o|2|x ) oo Oo|o|o o2 2 bl Pyl =Y & ofo ol Vo | Do oo oo ofo|o|o o o
= —M1 = =/ DR <) ) o 1 o) ) Ry (o)) S —Jo. = =/
o|o|o Olo|ofo | oo o2 oo 99999“1“9999999&&999%9111:.”%99999999”9”%9%99999%
o oo o] e Y= edine] [oyp=N el 99393993“9%&99992999%399—93%99%999999@9999933%9‘69
o Clo 1999-«“”99999 99&999919“19”9 799999““1199991999%”999%0_1:99999
) Relfoe] Y=Y edioed SNE=Y Bedl=y Y= ) Olo o]22|2 Vo oo o ]o | 22 Olo o] | 2o o2 Olo|ofo | 2o ofo | 2 | 22 Do | oo o] | Do [ oo |
o|L|lo 9%&99”91&*“”0 R BRI DB RIE SRR R BEEE BEEE BEEE BEEK BRI NE HE B e 5E
fclfoe] P el PPN BelfeN Y YR Selpey bl oy Foaoe] SeleN PPN Selfey ey el bl el RN Y cdey oY fed PPN ENEY belfoe ey ol PPN e DeleN Y Y el
—— T sl ) ) 15 ) T e e —— S Ey 2 =)
BEEE RERE iR ) R MR R D) MR IR R S EIED Red R R IR BB e S e e B Rl R D
|22 %o oo ofo oo oo oo Olo|o|@| oo oo o222 oo 799QQHQH9999%Hﬁ1ﬁﬁ9999@9999ﬁ99_1
5 9o 22210 ofo oo PP oo IR DR RIE SR SR DRI |o|o|o]2 0|2 o oo Co|o| 2| ofo oo ofo 2o | Co o 2o 2 22O
o o2 HHQQQQ%QQQH Olo|olo|o]oCo Do o2 2|2 o] Do Do )b Do oo | Do Ao (o]0 o2 0| 2 Do oo oo | oo |0
Clo|o| Lo 0|2 Ofo o2 Lo | oo o|o|Clo| 0|8 ofo oo oo o || 7999”99”99”39999999—@0999”9”9”99
o|o|o oo oo oo Pe | a2 Do o] oY o) edfocd PPNl YIS YIS el o) =) Relfsy el PYRe P Y BN R Selfsy P ) R Sediey iedpe fedfse] FENI=N
O[22 9”99%«@9”9999 ﬂ999999—%m99—wgg1 BEE BEEE HEEE MEEE SR MHE MR e NEE B B
52l 2] Sl Y Sl Py SR ) el ® ® el
oo/ olo 9—99 ke oY oo oloo =Y Bedpey efey =Y = ololo/ofo olo/olo Dlolofo ololojo Do oo o o ololo
Iyt I — ) 2 el ) eIy kel " ) el Ty
Co|2|Clo | 2lo o2 oo oo o] 91199999999919%99111999199191“9991999111919999
2] sl Y 52l (2] e Sy ) DD B o5 D B o5 DD 5 [P Dl Pl
o|o|oOo|o|o O ke =Y = R Foy el I ) oo ) ) = = 0o o oo oo oo
= —|=jol= =l= =IO <] e PERDIEE: PRIRS] RIRS R REISy] IEJ N [Sp) K [o))
RIEIEIE) el Y I B IR ) OO0 o2 Do oo | o oo o |o 99999%9—“1:.139%99999999999%99999%.@
) Relfey Sl Y=Y Sed=N =S ke =Y 99999%9999999% =) B 99%9%99399999999@339%9%9993“
e — -
o 28 9ﬂ99911999ﬁ%1199919”999—%”991%999999999999q1u99999991ﬁ999999_1mw9
o220 0|2 Vo oo Do oo Pfo | 2o | Do [ 22 P | Do [ o2 22 offo || o0 Do |0 2 oo | 00| 2 D o | 00| 2 o | 0] 2| o 2 o] 0 | D2 | 2 o 2 D |
o|o|o Qgggﬂbﬂﬁﬂgggg 99999999‘6ﬁBQBHQQTBQQHQﬁﬁggggﬁggou—.ﬁoggg.lﬁggﬁggg.l‘l9
O2)o|olo|o|o 20 oo 2o 2o |22 [O)o | 2o oo oo 2o o2 oo |ofe [0 2 o 2 oo ofo o] 2 o]0 20| ofo | o]0 | O o o| 222 0| 2 Ofo (o] 2o

The graph of the only known example of an APN permutat

Next, we provide many examples of APN functions that are not AB in which the exclude

11mMens1on.

distributions of their graphs are uniform on Q(F%, F) or Q*(F%, F), see Table [5.3.1] In other

Figure 5.3.2

d
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words, all functions listed in Table are not AB and they also have graphs whose exclude

distribution is uniform on Q(Fy, F') or Q*(Fy, F).

n Function dg, uniform on Q(F%, F') | dg, uniform on Q*(Fy, F)
4 Gold True True
4 23+ a "t tr, (a32?) True True
) Inverse False True
5 Dobbertin False True
6 Gold True True
6 23 4 a " tr, (a32?) True True
6 | 22 +a ttrd(a32? + af2'®) True True
6 From example True True
7 Inverse False True
8 Gold True True
8 23+ a1t tr, (a32?) True True
9 Inverse False True
10 Gold True True
10 Dobbertin False True
10 23+ ary, (a32?) True True

Table 5.3.1: APN functions whose graph has a uniform exclude distribution on Q(F%, F') or
Q*(F3, F'), excluding AB functions.

One interesting fact is that the Dobbertin (pictured in Figure [5.3.3) and Inverse functions
computed in Table have graphs Gr where dg, is not uniform on Q(F%, F') but dg, is
uniform on Q*(Fy, F'). We are unsure as to why this is, but it is clear that being uniform on

Q*(F4, F') is very common, and this leads us to the following conjecture.

Conjecture 5.3.15. Let F': 5 — 5 be a function. If F' is APN, then dg, is uniform on

Q*(Fy, F).

These conjectures may be very hard to prove due to the very unpredictable nature and history
of false conjectures on APN functions. However, we believe that the majority of APN functions
(if not all) have graphs whose exclude distributions are uniform on Q*(F%, F'). This possibly

has consequences on the maximality of G since uniformity implies a periodicity in dg,.

Remark 5.3.16. Let F': F} — F5 be APN such that dg, is uniform on Q*(F%, F'). Suppose
that (a,b) € Q(F) has exclude multiplicity 0 where z # 0. Tlhen there are at least 2" — 1

points of exclude multiplicity 0 in (F%)?\ Gp.
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Figure 5.3.3: The graph of the Dobbertin function and its exclude distribution where n = 5.

The Gold function

5.38.2

While it may be difficult to prove Conjecture [5.3.15] in general, we are able to prove something

even stronger in the case of the Gold function. We will prove that all Gold functions F': Fon —

Fan have graphs whose exclude distributions are uniform on Q(Fan, F'). See Figure [5.3.1] for an

example.

Recall that when n is odd, any Gold function F': Fon — Fon is AB, and so dg,. is uniform on

Q(Fan, F'). What makes the Gold function particularly interesting is that this still holds when

n is even. To prove that the exclude distribution of the graph of any Gold function is uniform

on Q(Fan, F'), we need to prove that dg,. is locally equivalent at any two elements of Q(Fan, F').

This involves providing permutations that satisfy our condition of local equivalence on dg,.
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Lemma 5.3.17. Let k,n € N, and suppose ged(k,n) = 1. Let F: Fon — Fon be the Gold
function given by F(x) = 22" *1. For any a,a € Fon, let Taa: Qa(F) = Qo(F) be defined by

m(a,b) = (,b+ F(a) + F(a)). Then dg,|g,(r)y = dGplqQ.(F) © Ta,a for all a,a € Fan.

Proof. Let a,a € Fon, and let (a,b) € Q4(F). Observe that b # a by construction, so b+ F(a) +

F(c) # F(c). We will show that (z1,2,73) € F3, is a solution to the system of equations

r1t+x2t+ax3=a (5.3'4)
F(a:l) + F(SCQ) + F(Sﬂg) =b
if and only if (w1, w2, ws) is a solution to the system of equations
w1 + wy + w3 =« (5.3'5)

where w; = z; +a+ «a for i € [3] and B = b+ F(a) + F(a). Observe that if (z1, 72, 23) € F,

satisfies the system of equations in eq. (5.3.4)), then

3
w1+w2+w322(1’¢+a+0¢)
=1

3
ZZ($i+$1+$2+$3+a)
i=1

=4(x1 + z2 + x3) + 3

=«
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and

3
F(wy) + F(we) + F(ws) = Z(xl +a+ a)2k+1

i=1
3 k k k

:Z(xf +a* +ao*)(z; +a+a)
i=1

3
k k k k k k k k k
= g (22 taz? +ax? +a® v+ T+ a at+aP i +ad® +ar

7

—
k k k k k
= 2251 g2 g2 g2 (25
3
—

k k k k k k
+§ (az? +ax? +a® z;+a® a+ o z; +aa®)

K2
3
=b+a® T 4t 4 Z(ax?k + omc?k +a¥ri+a®a+a?y + aan)
i=1
k k k
=b+a® T 4 o2 Lalay + 2o+ 23)% + alay + 20+ 23)%
+ a2k($ ok ok ok
1+ 22+ x3) +a (1 + 22+ 23) +a° o+ ax
=b+ a2+ + o2+l + a2+l + a?a + a2+ + ac®’ + a® o + ac®’

k k
=b+a® ot

= B.

Conversely, if (w1 = x1+a+a,wy = x9+a+a, w3 = x3+a+a) is a solution to eq. (5.3.5)), then

(21,22, x3) is a solution to eq. (5.3.4). Thus, dg, (a,b) = dg. (o, b+ F(a)+ F(«a)), as desired. [

Our main theorem then follows as a corollary to Lemma

Theorem 5.3.18. Let k,n € N, and suppose ged(k,n) = 1. Let F: Fan — Fon be the Gold

function given by F(x) = 22" +1. Then dg,. is uniform on Q(Fan, F).

Proof. By Lemma [5.3.17], dg,. is locally equivalent at @, and @, for any Qq, Qo € Q(Fan, F).

Thus, dg,. is uniform on Q(Fan, F). O]

Therefore, the Gold function always exhibits symmetry in its excludes. The following is

another corollary to Lemma
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Corollary 5.3.19. Let k,n € N, and suppose ged(k,n) = 1. Let F': Fon — Fon be the Gold

function given by F(z) = 22"t Then, for any a,a,b € Fon such that b # F(a), the equality

Z (—1)tr"(ua+vb)W;’~(u, V) = Z (_1)trn(ua+v(b+a2’“+1+a2k+1))Wg‘(u’ v)

(uv)€FZ, (u,v)€FZ,

holds. Equivalently,

Z (_l)trn(vb)thrn(ua)W}?;(u’ U) —0.
(u,w)EF2,
trn(u(a+a)+v(a2k+1+a2k+1))750

for any a,a,b € Fon such that b # F(a).

Proof. Recall from Corollary [5.3.3{that dg,.(a,b) = 5ot Z(uyv)ngn (—1)tn (D) Ftrnwa) 73 4y o))

for all (a,b) € F3. \ Gr. Therefore, for any (a,b), (c,d) € F3. \ Gr, we know that dg,(a,b) =

dg,(c,d) if and only if ) (—1)trn (o)t (ua) s (4 4) = Zu,vew(—l)”‘d‘*‘“'cwg(u, v).

u,velfy
By Lemma [5.3.17, we know that dg, (a,b) = dg,(a, b+ F(a)+ F(a)) for all a, o, b € Fan such
that b # F(a). Therefore,
k k
Z (_Utrn(ua-i-vb)wg(u’ ’U) _ Z (_1)trn(uoz+v(b+a2 +1 a2 H))ng(u,v) (5.3.6)
(u,w)€FZ, (uv)eFZ,
for any a, a,b € Fon such that b # F(a). By rearrangement, eq. (5.3.6)) becomes
k k
Z (71)trn(ua+vb)Wg(u7v) _ Z (71)trn(ua+v(b+a2 Tlra? +1))W}%(u’ U) = 0. (5.3.7)
(u,v)€FZ, (u,v)€FZ,

By the same reasoning used in the proof of Corollary|5.3.11} we know that eq. ([5.3.7) is equivalent

to
Z (_1)trn(vb)+trn(ua)wg(u’ U) =0,
(u,w)E€FZn
trn(u(a+a)+v(a2k+1+o¢2k+1));£0
as desired. ]

We will now explore the properties of the local permutations (a, b) — (a,b+ F(a)+ F(c)) for
any two Qq, Qo € Q(Fan, F') where F' is a Gold function. We start with the following example.

Consider the graph of the Gold function  +— 23 which is in F2,, pictured in Figure In
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Figure 5.3.4: The distinct affine flats Py and P; from Figure m

) Fo (b)

[

particular, consider Py, P, C F3., pictured in Figure Observe that we can transform Fp
by switching the columns with indices 0 and 1 and those with 1 and 2, and this transformation
results in P;. Note that there are no row transpositions involved in this transformation since
F(0) and F(1) are in rows with equal indices.

One can generalize and show that there exist transformations from P, and P, consisting
of only row transpositions and column transpositions that preserve the multiplicity of exclude
points of G where F': Fon — Fon is a Gold function. A transformation that does this is
b — b+ F(a) + F(a), which is one of the component functions of m,, where g, is as in

Lemma [5.3.17

5.3.3 APN plateaued functions

Previously, we showed that all Gold functions F' have graphs whose exclude distribution is
uniform on Q(Fan, F'), and in this section, we generalize this result. In particular, we will prove
that all APN plateaued functions whose component functions are all unbalanced have graphs
whose exclude distributions are uniform on such partition.

As mentioned in the introduction to Section it has been proven that all APN plateaued
functions have maximal Sidon sets as their graphs. In fact, most of the known classes of APN

functions are also plateaued functions . We now recall the following definitions.

Definition 5.3.20. Let f: [} — Fy be a Boolean function. We call f plateaued if there exists

a positive integer A such that Wy(a) € {0, £} for all a € F3.
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Definition 5.3.21. Let F': ) — 3" be a vectorial Boolean function. We call F' plateaued if

all component functions b - F' are plateaued.

In the case where n = m, a function F': F§ — F3' is plateaued if and only if, for every v € F7,
there exists A, > 0 such that Wg(u,v) € {0,£A,} for all u € F} [17]. All APN plateaued
functions are also AB if n is odd.

We will now prove a lemma, which was first shown to be true in the proof of Corollary 3 from
[17]. Originally, Carlet used this fact to show that any APN plateaued function F': F§ — FJ
whose component functions are unbalanced satisfies im F' 4 im F' = F5. However, we use this
fact to show that all APN plateaued functions F' whose component functions are unbalanced

have graphs whose exclude distributions are uniform on Q(F%, F').

Lemma 5.3.22. [17] Let F': F§ — FY be a function. If F' is an APN plateaued function whose

component functions are all unbalanced, then the following equality holds for every (a,b) € (F%)2:

Y D)W (u,0) = 22| {(2,y) € (F5)?: F(2) + F(y) =b}|.
(u,w)€(Fy)?

The following is from the proof of Corollary 3 in |17].

Proof. Suppose F' is APN and that the component functions v - F' of F' are unbalanced. Then
Wg(0,v) # 0 for all v € F§. Since Wr(u,v) € {0,£\,} for every u € Fy, we know that

W3 (u,v) = W2(0,v)Wg(u,v), for all (u,v) € (F3)2. Therefore,

Yo W ) = Y T (<) W (u, 0) W0, 0)
(u0)E(Fg)? (u0)E(Fg)?

=) (=DPWEO,v) [ Y (1) We(u,v)

vEFY u€Fy
=2 ) (—1)"PWE(0,v) (—1)" @
vEFD
_on Z (= 1)V CHF@)+F () +F ()
v,,yEF?

= 22" {(z,y) € (F5)*: F(x) + F(y) + F(a) = b} |.
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By what we have already seen, the above Lemma provides a relation between the exclude

multiplicity of a point (a,b) € (F§)?\ G to the size of the set
{(z,y) € (F3)*: F(z) + F(y) + F(a) = b}

We will see that this implies all APN plateaued functions F whose component functions are all
unbalanced have graphs whose exclude distributions are uniform on Q(F%, F'), a highly symmet-

ric property.

Theorem 5.3.23. If F': F} — Fy is an APN plateaued function whose component functions

are all unbalanced, then dg, is uniform on Q(Fy, F).

Proof. Suppose that F' is an APN plateaued function whose component functions are all unbal-

anced. Then by Corollary and Lemma [5.3.22} for any (a,b) € (F%)?\ Gr we have

1 v-b+u-a R
dg(a,b) = 3. 92n+1 Z (-1) o Wl:i(u,v)
(u,v)€Fy

= L () € (B9 Fle) + Ply) + Fla) = b} |

Let a, o, b € Fy such that b # F(a), and set § = b+F(a)+F(«). Then 5 # F(«), so (o, B) € Gr.

Therefore

dg,.(a,b) = é! {(@,y) € (F5)?: F(2) + F(y) + F(a) = b} |
= S1{(ny) € (FD)? : Fa) + Fly) + Fla) =b+ Fla) + F(a)}
= 21{(.9) € (F)? £ F(@) + F(y) + F(o) = 6} |

= dg,(a, B).

We then know that the permutation 7, o : Qo (F) — Qo (F) given by (a,b) — (o, b+F(a)+F(«))

satisfies dg.|q,(r) = dgp|Qu.(F) © Ta,a; implying dg,. is uniform on Q(Fy, F'), as desired. O

Finding more families of APN functions F': F§ — F5 whose graphs admit an exclude distri-
bution that is uniform on the partition Q(F%, F') may prove to be difficult. In summary, we

have shown that AB functions and APN plateaued functions whose component functions are
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unbalanced both satisfy this property. It would be very interesting to classify all APN functions
that admit such a graph. Additionally, it would be interesting to classify all APN functions that

do the same for Q*(Fy, F).
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Computational representation

In this chapter, we discuss abstractly representing the mathematical objects we have seen in
previous chapters, and we provide the code that was created and used in this research. More
specifically, we provide multiple parts of our code that represent vectorial Boolean functions,
power functions over Fan, the Kneser graph of all translations of G for F': Fy — FZ, and Sidon
sets in Fy. As we will see in this chapter, while many of the questions that we have asked in
previous chapters can be computed in finite time (for a given dimension), we run into the issue

of high computational complexity (typically exponential) in most cases.
6.1 Computationally representing vectorial Boolean functions

In this section, we discuss how we represent vectorial Boolean functions, the case of power
functions over Fon, and polynomials over Fon. Our approach is to construct a parent class called
VBF, and this parent class will serve as an abstract representation of what a vectorial Boolean
function is. Note that we will be working completely in Python, unless otherwise stated.

We identify Fy with Fon, so we assume all such functions are over a finite field. In order to
work over finite fields, we use the pyfinite package, which will be our primary tool for working

over finite fields (see [35]). To create a field in pyfinite, we simply can do the following,

1 from pyfinite import ffield
2 field = ffield .FField(n)
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where n is some positive integer.

6.1.1  Abstract vectorial Boolean functions

Recall that a vectorial Boolean function is simply a function from F3 to F3. Hence, representing
vectorial Boolean functions F': F§ — F3 can be done quite naturally since F' is, in short, a map
sending bitstrings to bitstrings. When working in pyfinite, we treat elements of Fy as elements
of Fon.

For representing a function F': Fy — 3, we create a VBF class, which defines a vectorial
Boolean function to be a lambda function along with an instance of a field. For example, the
identity function can be written as id_fen = VBF(field, lambda x: x). Depending on the complexity
of the given lambda function, it is only sensible to allow for caching, that is, we can store com-
puted values of a given vectorial Boolean function in a dictionary to reduce future computations
to O(1) runtime. One can enable caching by setting the use_caching optional parameter to True.
Also, if we know ahead of time whether the given function is APN or AB, we are able to pass this
parameter to the VBF object to prevent redundancy. We now provide our object representation
of vectorial Boolean functions.

Listing 6.1: Representing a vectorial Boolean function in Python.

1 class VBF:

2 def __init__(self, field, function, use_caching=True, apn=None, ab=None):
3 self . field = field

4 self.n = field .n

5 self . function = function

6 self . use_caching = use_caching
7 if use_caching:

8 self.cache = {}

9 self .apn = apn

10 self.ab = ab

11

12 def apply_function(self, x):

13 if self.use_caching:

14 if x in self.cache:

15 return self.cache[x]
16 else:

17 self.cache[x] = self.function (x)
18 return self.cache[x]
19 return self.function (x)

20

21 def walsh_spectrum(self):

22 to_return = set ()

23 for a in range(2 xx self.n):
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def

def

def

def

def

for b in range(l, 2 *x self.n):
to_return.add(walsh(self , a, b, self.field))
return to_return

is_apn(self):
if self.apn is not None:
return self.apn

n = self.n
for a in range(l, 2 %% n):
sol_range = set()

for x in range(0, 2 *x* n):
sol_range.add(self.apply_function(x) ~ self.apply_function(x °
a))
if len(sol_range) != 2 %% (n — 1):
self .apn = False
return False
self .apn = True
return True

is_ab (self):

# AB functions cannot exist in even dimensions (Canteaut, Charpin, and
Dobbertin, ’99)

if self.ab is not None:
return self.ab

n = self.n

if n % 2 = 0:
return False

m=2 xx ((n+ 1) / 2)

return self.walsh_spectrum () = {0, —m, m}

is_permutation (self):

output = set ()

for x in range(2 xx self.n):
eval_at_.x = self.apply_function(x)
if eval_at_x in output:

return False

output.add(eval_at_x)

return True

is_plateaued (self):
for v in range(2 xx self.n):

outputs = {walsh(self, u, v, self.field) for u in range(2 *x self.
n)}

if len(outputs) < 3 or (len(outputs) = 3 and 0 in outputs and min
(outputs) = —max(outputs)):
continue

return False
return True

all_component_functions_unbalanced (self):
for v in range(l, 2 *x self.n):
if walsh(self, 0, v, self.field) = 0:
return False
return True
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To verify if F': Fyy — Fy is APN, we compute the sizes of the sets im D, F for all a € (F5)*.
It is equivalent to say that F is APN if and only if |im D,F| = 2" ! for all a € (F})*. The
algorithm we use is O(27(2" — 1)) = O(2%"), but it would be desirable to increase the speed of
this, especially for examples in higher dimensions.

To compute whether or not a function F': Fy — Fy is AB, we compute the Walsh spectrum,
the set of all possible values of Wg(a,b) where b # 0, and verify that it is equal to {0, +9"5 }
Similar to before, this algorithm runs in O(n?) time, but we believe it to be difficult to find a
faster generic algorithm.

The VBF class also has a method for seeing if a vectorial Boolean function is plateaued or
not. This involves only simply checking if F' satisfies the definition provided in Chapter [5| on
plateaued functions. Also, to see if all the component functions v - F', v # 0, are unbalanced, it

is sufficient to check if Wg(0,v) # 0 because Wg(0,v) = ZIGFS(—l)”'F(x).

6.1.2  The power function case

We now consider functions F: Fan — Fan of the form F(z) = 2?. Recall from Table that
there are very few known families of APN power functions over Fan.

Since most of our known examples are with d large, it is wise to use a fast exponentiation
algorithm. We use an algorithm that computes 2¢ in O(logd) operations, and this algorithm is
often referred to as “exponentiation by squaring” (see Ch. 9]).

Listing 6.2: Exponentiation by squaring in Fan.

1 def field_exp(x, exp, field):

2 bR

3 Computes an exponential power. Runs in logarithmic time.
4 :param x: the base of the exponent

5 :param exp: the power to raise x to
6 :param field: the field x belongs in
7 :return: the result of x"{exp}

8 bR

9

10 a = x

11 d = exp

==
w N

# Base Cases
if a = 0:

return 0
if d < 0:

== e
(=B
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17 a = field.Inverse(a)
18 d =—d
19 if d = 0:
20 return 1
21
22 y =1
23 while d > 1:
24 if d%2=—1:
25 y = field .Multiply (a, y)
26 d—=1
27 a = field.Multiply (a, a)
28 d=4d/ 2
return field . Multiply(a, y)

We now provide our abstract representation of power functions over Fon in Python.

Listing 6.3: Representing a power function over Fon.

1 class PowerVBF (VBF) :

2 7NN

3 Represents a function F from GF(2°n) to itself of the form F(x) = x"d.

4 This is known as a power vectorial Boolean function.

5 79N

6

7 def __init__(self, exponent, field, use_caching=True, apn=None, ab=None):

8 super (). __init__(field , lambda x: field_exp(x, int(exponent), field),

use_caching , apn, ab)

9 self.exponent = int(exponent)

10

11 def algebraic_degree(self):

12 nn

13 Computes the algebraic degree of this function.

14 Since this is a vectorial Boolean power function, the algebraic degree
is the 2—weight of the exponent.

15 :return: The algebraic degree of F.

16 o

17 return bin(self.exponent).count(’1”)

18

19 def get_exponent(self):

20 nn

21 Get d where F(x) = x"d.

22 :return: The exponent of this power function.

23 nen

24 return self.exponent

25

26 def walsh_spectrum (self):

27 # Since F is a power function, it suffices to compute for a =0,1 and b
\neq 0

28 # because WF(a,b) = WF(1, a"{—d} b) for a \neq 0.

29 to_return = set ()

30 for a in range(2):

31 for b in range(l, 2 *x self.n):

32 to_return.add(walsh(self , a, b, self.field))

33 return to_return

34

35 def cyclotomic_equivalent (self , power_vbf_function):

36 dl = self.get_exponent ()

37 d2 = power_vbf_function.get_exponent ()

38 n = self.n
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39 if math.ged(dl, int(2 %% n) — 1) = 1:

40 # This is the case when F is a permutation
a1 for i in range(n):

42 if (d2 = (i = d1) % (int(2 %% n) — 1)
43 or (dl % d2) % (int(2 *%x n) — 1) = int(2 *x i)):
44 return True

45 else:

46 for i in range(n):

47 if d2 = ((i % d1) % (int(2 %% n) — 1)):
48 return True

49

50 return False

Notice that we include a method for checking if two APN power functions are cyclotomic

equivalent. This is particularly useful because if two APN power functions are cyclotomic
equivalent, then they are also CCZ equivalent because of Dempwolff’s result from . In
general, computing if two APN functions are CCZ equivalent is quite difficult, but this result

allows the power function case to be easily computed.

6.1.3 Common examples of APN functions

We now provide methods for creating the APN functions listed in Table the APN per-
mutation over Fys discussed on page which we refer to as “Dillon’s permutation”, and the
following two additional quadratic APN functions:

Function ‘ Condition ‘ Reference

23+ a tr, (a32Y) a#0 13|
3+ a "t (a2 + ab218) | 3In, a £ 0

[14]

Table 6.1.1: Two quadratic APN functions Fon — Fon.

Listing 6.4: Methods to generate APN functions.

1 def gold(field , k=1, find_-nontrivial_k=False, use_caching=True):

2 n = field .n

3 assert math.ged(n, k) =1

4 if find_nontrivial_k:

5 # k can always be taken less than n/2 due to conjugacy [c.f. Carlet,
Picek ]

6 for 1 in range(2, n // 2 + 1):

7 if math.ged(n, 1) = 1:

8 k=1

9 break

10 d = int(2 *x k) + 1

11 return PowerVBF (d, field , use_caching, apn=True, ab=(n % 2 = 1))

12

13
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def

def

def

def

def

def

kasami(field , k=1, find_nontrivial_k=False, use_caching=True):

n = field .n

k_exp = k

if find_nontrivial_k:
# k can always be taken less than n/2 due to conjugacy
# See 70On the exponents of APN power functions and Sidon sets,
# sum—free sets, and Dickson polynomials” by Carlet, Picek).
for 1 in range(2, n // 2 4+ 1):

if math.ged(n, 1) = 1:
k_exp =1
exp = int (2 *x (2 % k_exp)) — int(2 #* k_exp) + 1
return PowerVBF (exp, field , use_caching, apn=True, ab=(n % 2 = 1))

welch (field , use_caching=True):

n = field.n

assert n % 2 —= 1

m=(n— 1) / 2

exp = int (2 *x m) + 3

return PowerVBF (exp, field , use_caching, apn=True, ab=True)

niho (field , use_caching=True):
n = field.n
assert n % 2 =1
t=(n—1) // 2
if t %2 = 0:
d=1int(2 *x t + 2 xx (t / 2) — 1)
else:
d=1int(2 *x t + 2 *x ((3 = t + 1) / 2) — 1)
return PowerVBF (d, field , use_caching, apn=True, ab=True)

inverse (field):
n = field.n
assert field.n % 2 =1

m=(n—1) / 2

83

return PowerVBF (int (2 #x (2 % m)) — 1, field , use_caching=True, apn=True,

ab=False)

dobbertin(field , use_caching=True):

n = field.n

assert n % 5 = 0

t=mn/5

d=1int(2 *x (4 * t) + 2 *x (3 % t) + 2 *x (2 x t) + 2 *x t — 1)
return PowerVBF (d, field , use_caching, apn=True, ab=False)

quadratic_.CCZ_inquiv_to_power (field , a=1, use_caching=True):

2997

This function is inquivalent to any Gold function for n >= 7, and for n=7,

it ’s inequivalent to any power mapping.
:param field:

:param a .

:param 11SC,C'{1Chillg:
rreturn:

7NN

assert a != 0
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71 a_inv = field .Inverse(a)

72 a3 = field_exp(a, 3, field)

73 trace_of_a3x9 = lambda x: (

74 trace(field . Multiply (a3, field_exp(x, 9, field)), field))
75 fcn = lambda x: (field_exp(x, 3, field)

76 field . Multiply (a_inv, trace_of_a3x9(x)))

77 return VBF(field , fcn, use_caching, ab=(n % 2 = 1))

78
79

g0 def quadratic.CCZ_inquiv_to_power2(field , a=1, use_caching=True):
81 assert a != 0

82 assert n % 3 = 0

83 a_inv = field .Inverse(a)

84 a3 = field_exp(a, 3, field)

85 a6 = field_exp(a, 6, field)

86 trace3_of_a3x9_plus_a6x18 = lambda x: (

87 trace(field . Multiply (a3, field_exp(x, 9, field)) ~ field.Multiply (a6,

field_exp (x, 18, field)),

88 field , m=3))

89 fcn = lambda x: field_exp(x, 3, field) ~ field.Multiply (a-inv ,
trace3_of_a3x9_plus_a6x18(x))

920 return VBF(field , fcn, use_caching, ab=(n % 2 = 1))

91
92
93 def dillion_.APN_permutation_dim6 (field , use_caching=True):

94 assert field.n = 6

95 c_powers = [25, 30, 32, 37, 23, 39, 44, 4, 18, 46, 51, 52, 18, 56, 53, 30,
1, 58, 60, 37, 51, 1, 2, 4, 44, 32, 18,

96 1, 9, 17, 51, 17, 18, 0, 16, 13]

97 x_powers = [57, 56, 50, 49, 48, 43, 42, 41, 40, 36, 35, 34, 33, 32, 29,
28, 25, 24, 22, 21, 20, 18, 17, 15, 14, 13,

98 12, 11, 10, 8, 7, 6, 5, 4, 3, 1]

99

100 ¢ = find_primitive_element (field)

101 return VBF(field , lambda x: compute_polynomial(x, ¢, x_powers, c_powers,

field), use_caching, apn=True, ab=False)

6.1.4  More general polynomials

Upon observation of the code above, one may notice that we use a method -called
compute_polynomial in the method called dillon_APN_permutation_dim6 which refers to Dillon’s per-
mutation. The method compute_polynomial is used to compute a 2-variable polynomial in general
and is done so by providing the input and coefficients by using a primitive element of Fon.
In short, compute_polynomial can be used to compute the value of ), ; ¢y’ for some index set
I C{0,...,2" —1}. If ¢ € Fan is primitive, then by definition, for all € Fan there exist some
i €40,...,2" — 1} such that ¢! = z. For this reason, compute_polynomial is particularly useful for

computing polynomials of ), ; ¢z’ where ¢ is primitive.
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Listing 6.5: Method to compute polynomials over Fan.

1 def compute_polynomial(x, ¢, x_powers, c_powers, field):

2 799

3 Computes a polynomial given P(x) = Sum[c”(a-i) x"(b_-i)]

4 where a_i is the ith entry of x_powers and b_i is the ith entry of

c_powers

5 :param x: The input to the polynomial

6 :param c: Used to define coefficients of the polynomial. If primitive, c¢"d
can be any element non—zero element

7 :param x_powers: The powers of x to evaluate, the ith entry will
correspond to the ith power of x

8 :param c_powers: The powers of ¢ to evaluate, the ith entry will
correspond to the ith power of ¢

9 :param field: The field that x and c¢ belong to

10 :return:

11 o

12 result = 0

13 for x_power, c_power in zip(x_powers, c_powers):

14 result "= field.Multiply (field_exp (x, x-power, field), field_exp (c,

c_power, field))
15 return result

6.2 Creating the graph of F

For a vectorial Boolean function F': Fy — 4, we want to represent its graph as a set within
F% x Fy. Recall that the graph of F is defined as Gr = {(z, F((z)) : « € F§}. So, in order to
represent F', we can concatenate the binary strings of z and F(z), both of which are of length

n, to create a binary string of length 2n.

Example 6.2.1. Suppose F is the identity function F'(z) = x, and suppose n = 2. Then

gr = {((0,0),(0,0)), ((0,1), (0, 1)), ((1,0), (1,0)), ((1, 1), (1, 1)) } -

We can simplify notation by writing vectors in F§ as bitstrings, so Gr is

Gr = {0000,0101,1010,1111}.

So, in order to concatenate we use a very simple method.

Listing 6.6: Method to concatenate two binary strings in Python.

1 def concatenate_binary_strings (left , right, n):

99 9
2

3 Stitches the two binary strings of the given integers together to create a
new integer.
4 Given two integers pl and p2, we return the point (pl, p2).

5 :param left: pl



86 CHAPTER 6. COMPUTATIONAL REPRESENTATION

:param right: p2
:param n: The dimension of the field which both pl and p2 lie in.
:return: The newly constructed point which lies in dimension 2n.

999997

© o N O

return int (f7{left:0{n}b}{right:0{n}b}”, 2)

Now, we are able to construct the graph of a vectorial Boolean function by using the con-
catenation of two binary strings. Furthermore, we also are able to construct 7z by using an

additional method called translate set which simply adds a given point to all points to the given

set.
Listing 6.7: Constructing Gy and T in Python.
1
2 def build_graph (vbf):
3 799N
4 Builds the graph of the function F: F_{2°n} to F_{2°n}.
5 The graph of a function F is defined to be the set of all ordered pairs (x
,F(x)) for all x in F_{2"n}.
6 :param F: The function.
7 :param n: The dimension of the field F is over
8 :return:
o 2
10 n = vbf.field.n
11 to_return = []
12 for p in range(int(2 %% n)):
13 to_return.append(concatenate_binary_strings(p, vbf.apply_function(p),
n))
14 return to_return
15
16 def get_all_graph_translations (F):
17 n = F.field.n
18 graph = build_graph (F)
19 # return [tuple(translate_set (graph, t)) for t in range(0, 2 %% (2 % n))]
20 return list (set ([tuple(sorted(translate_set (graph, t))) for t in range(O0,
2 5 (2 % m))]))

One may wonder why we first sort translations, convert them into tuples, then sets, and back
into a list. The reason for this is to prevent duplicate translations because when Ap = 2™, there

exist (a,b), (¢,d) € (F3)? such that 7,,(Gr) = 7.a(Gr) (see Lemma .

6.3 Representing the Kneser graph of all translations

In this section, we consider computing the Kneser graph of all translations of Gr where F': [y —

3 is a vectorial Boolean function. In order to construct the graph, we use the networkx package



6.4. COMPUTING THE EXCLUDE DISTRIBUTION OF A SIDON SET 87

in Python (see [40]). Since we have already defined the get_all translations method, creating the
Kneser graph of Tg is straightforward.

Listing 6.8: Generating the Kneser graph of 7.

import networkx as nx

1
2
3 def kneser_graph(sets):

4 G = nx.Graph()

5 # Add nodes to the graph
6 G.add_nodes_from (sets)

7
8
9

# Add edges to the graph for disjoint k—subsets
for i, subsetl in enumerate(sets):

10 for subset2 in sets[i + 1:]:

11 # if subsetl != subset2:

12 if not any(item in subset2 for item in subsetl):
13 G.add_edge(subsetl, subset2)

14 return G

15
16 KGTF = kneser_graph(all_translations)

6.4 Computing the exclude distribution of a Sidon set

Now, we consider the exclude distribution of a Sidon set S C F3. The exclude distribution
contains information about how many points in 5 \ S have exclude multiplicity &k as the number
of such points is equal to |dg'({k})|. However, computing the exclude multiplicities of all points
in Fy \ S is computationally expensive. Regarding runtime, assigning each point its exclude
multiplicity is O((1)) = O(|S?).

When S is the graph of an APN function F': F§ — 7, then it is possible to compute the
exclude multiplicity of a single point in (F%)? \ Gg. This is because Corollary states that
any point (a,b) € (F%)? \ Gr has exclude multiplicity

ﬁ Z (—1)vorw ey (u, v).
(u,v)€(F3)?
Therefore, in case S = G for an APN function F', we are able to compute the exclude multiplicity
of a single point in (F3)2\ Gr. However, the obvious algorithm still has O(2%") runtime. It would
be interesting to find a faster algorithm for computing the exclude multiplicity of a single point

in the complement of Gp.
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Since computing the exclude multiplicities of all points in F5 \ S is computationally expensive,

we provide code written in C rather than Python. This allows us to compute the distribution

CHAPTER 6. COMPUTATIONAL REPRESENTATION

of exclude multiplicities distribution significantly faster. We provide our code now.

Listing 6.9: Computing the exclude distribution of a given Sidon set in C.

17

int max(int arr|[],

{

}

1 #include <stdio.h>
2 #include <stdlib .h>

int size)

int max = arr [0];
for (int i = 1; i < size; i++)
{

if (arr[i] > max)
max = arr[i];
}
}

return max;

int main ()

{

// INPUT

int dim;

printf(”Enter the dimension of the set: 7);

scanf ("%d” , &dim) ;

int spaceSize = 1 << dim; // 2°d

int sizeOfSet;

printf(”Enter the size of the set: 7);

scanf ("%d” , &sizeOfSet);

int xsidonSet = (int x)malloc(sizeOfSet * sizeof(int));

printf(”Enter %d values for set:\n”
for (int i = 0; i < sizeOfSet; ++i)

{
}

printf(”Sidon set:\n”);

scanf ("%d” , &sidonSet[i]);

for (int i = 0; i < sizeOfSet; i++)
{
printf ("%d 7, sidonSet[i]);
}
printf(7\n”);
printf(” Values stored\n”);
// Table:
// Key = Point in \F_2"{2n}, Value
int xexcludeMultiplicties = (int x)

for (int i = 0;

{

i < sizeOfSet; i++)

for (int j =1 4+ 1; j < sizeOfS

, sizeOfSet);

= Exclude Multiplicity
malloc(spaceSize * sizeof(int));

et; j++)
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52
{
53 for (int k = j + 1; k < sizeOfSet; k++)
54 {
55 excludeMultiplicties [sidonSet [i] * sidonSet[j] "~ sidonSet [k
JI++;
56 }
57 }
58 }
59
60 free (sidonSet);
61
62 int maxExcludeMult = max(excludeMultiplicties , spaceSize);
63 printf(”\nExclude Distribution:\n”);
64 printf (”Mult\t\tFreq\n”);
65 for (int mult = 0; mult <= maxExcludeMult; mult++)
66 {
67 int count = (mult = 0) ? —sizeOfSet : O0;
68 for (int point = 0; point < spaceSize; point++)
69 {
70 if (excludeMultiplicties [point] = mult)
71
72 count+4+;
73 }
74 }
75 if (count > 0)
76
77 printf ("%d\t\t%d\n” , mult, count);
78
79 }
80 free (excludeMultiplicties);
81 return 0;
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